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Abstract—Single Sign-On (SSO) is an authentication process
that allows users to access multiple services with a single
set of login credentials. Although SSO improves the user
experience, it poses challenges to developers to implement
complex authentication protocols securely. External services,
called brokers, simplify the integration of SSO.

In this paper, we shed light on the emerging brokered SSO
ecosystem, focusing on the security of the newly introduced
actor, the broker. We systematically evaluate the landscape of
brokered SSO, uncovering significant blind spots in previous
research. Our study reveals that 25% of the websites with SSO
integrate brokers for authentication, an area that has not been
covered by any previous research.

Through our comprehensive security evaluation, we iden-
tify three categories of threats associated with brokered SSO:
(1) insufficient validation of redirect chains enabling injec-
tion attacks, (2) unauthorized data access enabling account
takeovers, and (3) violations of security best current practices.

We expose vulnerabilities in over 50 brokers, compromising
the security of more than 2k websites. These findings represent
only a lower bound of a critical situation, underscoring the
urgent need for improved security measures and protocols to
safeguard the integrity of brokered SSO systems.

1. Introduction

Single Sign-On (SSO) is a widely used and extensively
adopted user authentication technique for websites. Each
year, more websites adopt SSO services to manage user
identities, in order to reduce the significant burden of signing
up and signing in on their sites. This trend is reflected in
the forecast of the market share of identity management
services, which is expected to reach 43 billion US dollars
by 2029 [30]. Prominent providers of SSO services include
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Figure 1: Three-Actors SSO vs. Brokered SSO. Three-actors
SSO involves a user who wants to log in to an SP’s website
by using their account at an IdP. Brokered SSO involves an
additional actor called broker that mediates between the SPs
and IdPs. This way, SPs implement only one broker while
supporting SSO logins with multiple IdPs.

social networks such as Facebook, Twitter, and Snapchat,
as well as large enterprises such as Apple, Google, and
Microsoft. Together, these SSO services are utilized by more
than 45k websites within the Tranco top 1M sites [34].

The research community also recognizes the importance
of SSO and is continually working to detect and mitigate
security issues [24, 31, 33, 34, 48, 51, 64]. Additionally, the
IETF regularly updates the Security Best Current Practices
(SBCPs) to address the state-of-the-art research [39, 59].

Three-Actors SSO. Until now, the SSO security re-
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search community focused on specification [19, 20, 21, 40,
44, 47] and implementation [6, 24, 25, 31, 33, 34, 38, 41,
48, 51, 64, 67, 72] shortcomings in SSO login flows that
involve three actors: the user who wants to log in on a
Service Provider (SP)’s website by using their account at an
Identity Provider (IdP). We refer to this as three-actors SSO.
Initially, the SP delegates the login request to the IdP, see
Figure 1. Once the user authenticates at the IdP, it returns
the user’s authentication token in the login response back to
the SP. The SP uses this token to authenticate the user.

Brokered SSO. This paper sheds light on new trends
in which SPs use external services called Identity Brokers
(brokers) to integrate SSO into their websites. Brokers offer
a streamlined solution for SP developers by consolidating
multiple IdPs into a single platform. By integrating a single
broker, SPs can offer their users SSO logins with dozens of
IdPs out of the box. This method significantly reduces the
implementation overhead for SP developers. Additionally,
SP developers lacking experience in SSO and its security
can delegate the implementation to the more experienced
broker developers. SPs also do not need to adjust their
implementations when IdPs change theirs. Instead, they
rely on the brokers to adapt to any changes. Prominent
brokers are Keycloak [36], Amazon Cognito [5], and Google
Firebase [26], which are adopted by more than 1k websites.

Figure 1 illustrates how this new actor integrates into the
SSO ecosystem. Brokers effectively combine two separate
SSO flows into a single SSO login. Therefore, the SP first
delegates the user’s authentication to the broker, which in
turn delegates it to the IdP. In return, the IdP issues the user’s
authentication token to the broker, which finally generates a
new token that it returns to the SP. SPs adopting brokered
SSO should be aware that including a broker introduces a
new single point of failure into their SSO flow.

Importance of the Brokered SSO Ecosystem. Consid-
ering the gap left by prior research, it is crucial to determine
the extent to which brokered SSO is used on the web.
To answer this, we developed a novel methodology and
implemented a fully automated tool called IDB-DETECTOR
that reliably detects the wide range of brokers on the web.
We used IDB-DETECTOR to analyze the Tranco top 1M
websites and identified 249 brokers used on 8,241 websites.
In general, 25% of websites prefer to use brokered SSO over
three-actors SSO to authenticate their users.

Blind Spots in SSO Security Research. While studying
prior work [24, 31, 33, 34, 48, 51, 64], we discovered
that the research community only analyzes half of the au-
thentication flows when websites use brokered SSO. Their
analyses focus primarily on direct communication with the
IdP, including the login requestIdP and / or login responseIdP

(see Figure 1). As a result, they miss analyzing all SSO
messages that are exchanged between the SP and broker.

In this paper, we close this gap by analyzing the entire
authentication flow. Through this comprehensive analysis,
we discovered significant security vulnerabilities affecting
multiple brokers and numerous websites integrating them.
For instance, brokers are actively weakening or even break-
ing the security of the entire SSO authentication, even

when the SP and the IdP implementations are secure. We
classify our findings into three dimensions: (1) weak or
broken redirection chains, (2) unauthorized data access, and
(3) violations of the SBCPs.

Our investigation provides the first in-depth analysis of
the brokered SSO ecosystem, revealing more than 50 brokers
being susceptible to severe vulnerabilities. For example,
49 brokers do not sufficiently protect the inherently longer
redirection chain, allowing attackers to receive confidential
messages (see §6). Even worse, 34 brokers are leaking the
user’s authentication tokens, enabling attackers to take over
user accounts on over 2,4k websites. We also discovered 15
brokers that allow attackers to gain unauthorized access to
user data on more than 1k websites (§7). Finally, we reveal
that on more than 1,5k websites, the broker downgrades the
security of the otherwise protected flow (§8).

Extensive Impact of Vulnerabilities in Brokered SSO.
We demonstrate that vulnerabilities affecting a single broker
can compromise the security of hundreds of SPs. For exam-
ple, the CivicPlus broker [8] leaks authentication tokens.
This flaw allows attackers to compromise user accounts on
over 500 US-governmental websites.

Contributions. We make the following contributions:
▶ Systematization of Brokered SSO: We systematize all

brokers by introducing classification criteria that cover
their integration and interaction with the traditional
entities in three-actors SSO. Thus, we can fully under-
stand and analyze this new emerging ecosystem. (§3)

▶ Large-Scale Detection of Brokered SSO: We imple-
ment IDB-DETECTOR, our three-fold system to reli-
ably detect brokers on the web. By analyzing HTTP
traffic recordings from the Tranco top 1M websites, we
uncover 249 brokers. IDB-DETECTOR identifies 249
brokers and provides generic recognition patterns to
re-identify these brokers in future work. (§4)

▶ Breaking the Redirection Chains in Brokered SSO: We
identify critical vulnerabilities in the redirection chains.
We classify them into three patterns: double chain, out-
of-order chain, and open-end chain. Although double
chains are secure, out-of-order chains and open-end
chains are susceptible to CSRF attacks by design.
Furthermore, we reveal that 20% of the brokers fail to
validate the redirection chain resulting in unauthorized
account access and Cross-Site Scripting (XSS). (§6)

▶ Unauthorized Data Access in Brokered SSO: For the
first time, we reveal how brokers are using three dif-
ferent permission models to obtain access to user data.
Although two of these models are secure, one fails to
protect user data from unauthorized access by design.
Even worse, attackers can escalate this issue to take
over the user’s account. In summary, 15 brokers expose
user data on over 1k websites, and 6 brokers enable
account takeovers on 799 websites. (§7)

▶ The Weakest Link in Brokered SSO: We estimate the
weakest link in brokered SSO by comparing the se-
curity of the flows between the SP↔broker and the
broker↔IdP. For this, we rely on the official Secu-
rity Best Current Practices [39], which summarizes
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Figure 2: Three-Actors SSO Login Flow. 1 The developer
registers the SP once at the IdP. 2 The user wants to log
in to the SP’s website by using their account at the IdP. 3
The SP delegates the authentication to the IdP. 4 The user
authenticates and grants consent for the SP to access their
data. 5 The IdP returns the user’s identity back to the SP.

all threats and implementation shortcomings. Overall,
the flow between the SP↔broker turns out to be the
weakest link with more than 7k SBCP violations. Even
worse, we found over 1,5k violations in which the
brokers are downgrading the security of the flow. (§8)

Open Science. We have made all artifacts publicly avail-
able as an open-source contribution.1 These artifacts allow
researchers to fully replicate our work. By providing the
raw data, source code, and patterns for identifying brokered
SSO, we aim to encourage further research on this emerging
ecosystem. We strongly believe that brokered SSO will
receive more attention from the research community.

Responsible Disclosure. We disclosed vulnerabilities to
55 brokers with insufficient redirection validation or flawed
consent patterns, giving them at least six months to fix the
issues. We used various contact points to reach out, with
some brokers fixing or acknowledging vulnerabilities, while
others remain unresponsive. We are contributing our findings
to the OAuth SBCPs [39] and OAuth 2.1 draft [29]. More
details are included in §B.

2. Background: Three-Actors SSO

Figure 2 provides an overview of the three-actors SSO
login flow. This flow enables users to log in to multiple
Service Providers (SPs) by using a single set of credentials
associated with their account at an Identity Provider (IdP).
The OAuth 2.0 (OAuth) [28] and OpenID Connect 1.0

1. https://doi.org/10.5281/zenodo.13918427

(OIDC) [53] protocols represent the de facto standard for
this delegated authorization and authentication on the web.
Their adoption has pervasively reached many websites to
enable social logins, such as “Sign in with Facebook” [16].

1 Pre-Registration. The SP developer must once pre-
register their SP application at the IdP. Therefore, the
developer provides the URL to which the login response
should be sent (redirect_uri). The IdP creates an iden-
tifier for the SP (client_id), tightly associates it with the
redirect_uri, and stores this pair in a database.

2 Login Initiation. The user navigates their browser to
the SP’s login page and clicks on the Single Sign-On (SSO)
button that starts the login with the chosen IdP. Then, the SP
creates a session cookie, generates a random state, binds
it to the session cookie, and stores this pair in a database.

3 Login Request. The SP issues the login request to
the chosen IdP by setting the session cookie in the browser
and finally redirecting to the IdP. The login request includes
the SP’s URL to which the login response should be sent
(redirect_uri), the SP’s identifier (client_id), and the
state bound to the session cookie.

4 User Authentication and Consent. The IdP
validates if the redirect_uri is associated with the
client_id, and if successful, asks the user to authenticate
and grant the SP access to their data. If the user is already
authenticated on the IdP and has previously granted access,
this step is entirely skipped without further user interaction.

5 Login Response. If the user accepts the consent,
the IdP redirects the user’s authentication token in the login
response back to the SP’s redirect_uri. The IdP signs
the token to certify its authenticity. It holds claims about
the user’s identity (subject), the intended recipient of the
token (audience), and the issuer of the token (issuer).
Upon receiving the login response, the SP verifies all claims.
The login response must further reflect the state of the
login request. Otherwise, the SP aborts the flow. Thus, the
state binds both the login request and response to the
user’s session, which prevents injecting SSO messages.

3. Systematization of Brokered SSO

This section sheds light on the new actor introduced in
the brokered SSO ecosystem, providing the first systematic
analysis of Identity Brokers (brokers) on the web. This
systematization provides a comprehensive understanding of
the new interactions within this ecosystem. To establish a
foundation for this study, we manually curated a ground
truth (§3.1). Our analysis, grounded in this data, reveals
various characteristics of brokers. We identify notable varia-
tions in their deployment (§3.2), the audience that has access
to them (§3.3), and their standard compliance (§3.4). We
conclude with a discussion of security implications (§3.5).

3.1. Ground Truth

Research Motivation. To date, the SSO research com-
munity has always assumed the SPs to redirect to the IdPs

https://doi.org/10.5281/zenodo.13918427


(cf. Step 3 in Figure 2). However, early experiments in
this work proved that this belief is false. We observed that
some SSO flows contain additional requests between the
SPs and IdPs. Prompted by curiosity about their purpose
and necessity, we decided to establish a ground truth and
manually analyze this dataset.

Ground Truth Dataset. We use the public dataset
from prior work that includes data of 45,532 websites with
SSO [34, §1]. Since one website can integrate multiple
IdPs, the data includes 88,994 recorded SSO login flows in
total. Our ground truth encompasses 50 randomly sampled
SSO flows from a diverse range of websites, including
highly popular and less frequented ones. Each SSO flow is
unique and associated with a different website. The sample
represents SSO logins with 8 IdPs, distributed as follows:
Google (17x), Facebook (16x), Apple (7x), LinkedIn (4x),
Microsoft (3x), QQ (1x), Twitter (1x), and WeChat (1x).

Ground Truth Analysis. Driven by our observations,
we posed three questions regarding the intermediary re-
quests between SPs and IdPs: (1) “How many are there?”
(2) “To whom are they sent?” (3) “Do they share any com-
mon characteristics?” Our analysis provides the answers:

(1) Only 18% of the SSO flows directly redirect to the
IdP (9 of 50). In contrast, 72% include an additional request
between the SP and IdP (36 of 50). The remaining 10%
involve a total of two intermediary requests (5 of 50).

(2) We analyzed the domains of intermediary requests
and discovered that these actors provide (free or paid)
identity services, including SSO. This initial encounter with
such intermediaries initiated our research on brokers.

(3) We thoroughly examined all intermediary requests in
our ground truth and compared them. This analysis helped
to identify key characteristics, enabling us to systematize
brokers in three dimensions: (a) First- vs. Third-Parties
(§3.2), (b) Audience (§3.3), and (c) Compliance (§3.4).

3.2. Systematization: First- vs. Third-Parties

We classify brokers by their relationship towards the SPs
and IdPs. For example, brokers can be deployed as first
parties or third parties. We define this relationship based
on the eTLD+1 – also referred to as the site – on which
the broker is running. As an example, co.uk is the eTLD
and bar.co.uk is the eTLD+1 (called site) of foo.bar.co.uk.
The site provides the lowest-level web browser security
mechanism [56] to isolate websites from different parties.

Third-Party Brokers. We found brokers that deploy a
single broker instance, which is shared by multiple SPs, on
a central domain like idb.com. In this case, the broker has
a cross-site relation to the SP and IdP. Alternatively, the
broker could allocate multiple broker instances on separate
subdomains for each SP, i.e., sp1.idb.com, sp2.idb.com, etc.
In this case, the broker still has a cross-site relation to the
SP and IdP but each SP has its exclusive instance.

First-Party Brokers. We also found brokers being de-
ployed on the SP’s domain sp.com such that the broker
has a same-site relation to the SP. In this case, the broker
is either integrated as a library into the SP application or

the SP implements its own custom broker. Beyond that, we
found SPs using CNAME DNS records such that idb.sp.com
points and resolves to idb.com, a third-party broker. This
CNAME cloaking evades the browser’s security barrier [56]
by sharing first-party cookies with third-party entities [4].

First-Parties vs. Third-Parties. For developers, third-
party brokers are easier to integrate because SSO is operated
by the third party and runs decoupled from the SPs. On the
other side, first-party brokers running on the same site as the
SPs are not affected by the third-party cookie phaseout [49,
55]. Blocking third-party cookies will cause certain SSO
flows on third-party brokers to break [18]. For instance, the
Auth0 broker can be integrated as a first party or third party.
If used as a first party, it supports a “silent authentication
flow” without user interaction in which the SP can fetch
renewed tokens from the broker that is embedded in an
iframe [10]. If used as a third party, the iframe has no access
to third-party cookies and the token refresh will fail [11].

3.3. Systematization: Audience

Companies such as Apple, Facebook, and Google offer
social login services to millions of websites. Anyone can
create a free or paid developer account with these companies
and set up their corresponding SPs (publicly accessible).
This principle also applies to brokers. However, some of
them only serve a restricted or somewhat related group of
SPs (only internally accessible). Thus, we classify brokers
based on the audience to which they provide their services.

Public Brokers. Publicly accessible brokers offer SSO
to arbitrary SPs, whether as a paid or free service, or as
an open-source option for self-hosted deployments. Promi-
nent examples are Microsoft Entra ID (formerly known as
Microsoft Azure Active Directory [43]) and plugins for the
Shopify [7], WordPress [71], Magento [2], PrestaShop [50],
and WooCommerce [70] platforms.

Internal Brokers. Internally accessible brokers offer
SSO only to a restricted set of SPs. For example, Atlas-
sian [68] runs an internal broker for their users to have
one account across all its proprietary services, including
Jira, Confluence, and Trello. Other internal brokers provide
their services exclusively within specific ecosystems, such as
those comprised of scholarly or US governmental websites.

Automatic Classification. If all SPs using a specific
broker are related, we classify the broker as internally
accessible. If at least one SP is unrelated to the others,
we classify the broker as publicly accessible. For example,
consider the brokers B1 and B2. B1 is used by the two SPs
adidas.com and adidas.co.uk. B2 is used by at least two SPs,
including nytimes.com and ebay.com. Since all SPs using
B1 are related, we consider B1 to be internally accessible.
Since B2 is used by at least two unrelated SPs, we consider
B2 to be publicly accessible.

To automatically determine if two or more SPs are
related, we proceed as follows: (1) We compare registrable
domains, excluding the eTLDs. (2) We consult the Tracker
Radar Entity List [65] that associates websites with com-
panies and was already used for similar purposes in prior

co.uk
bar.co.uk
foo.bar.co.uk
idb.com
sp1.idb.com
sp2.idb.com
sp.com
idb.sp.com
idb.com
adidas.com
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work [60]. (3) We examine if the TLS certificates share
information like the digest, serial number, public key, subject
organization and unit, common name, email, and alternative
names. (4) We consult the Whois [22] records. (5) We
compare the website titles and contents.

3.4. Systematization: Standard Compliance

By taking part in the SSO login flow, we further classify
brokers by their compliance to standardized SSO protocols.

Compliant Brokers. Brokers are considered compliant
if they are based on OAuth [28] or OIDC [53]. Both require
the login request to contain a response_type parameter.

Custom brokers. We define brokers to be custom if they
use proprietary parameters. Custom brokers use parameters
having the same semantic meaning but a different syntactic
spelling. As an example, app_id represents the client_id
and returnTo refers to the redirect_uri parameter.

3.5. Security Considerations

Our systematization is crucial to determine the attacker
model applicable to the different brokers, define the evalu-
ation scope, and assess the impact of vulnerabilities.

Attack Surface. Introducing an additional actor into the
SSO login flow elevates the attack surface. However, there
are different security considerations depending on whether
the broker is a first- or third party and its compliance
with the specifications. First-party brokers may use same-
origin communication techniques with the SP, which are
inherently protected by the Same Origin Policy (SOP) [56].
For example, a broker can write a token in localStorage that
the SP then uses for authenticating the user’s requests. In
contrast, third-party brokers must use cross-origin commu-
nication techniques (i.e., HTTP redirects, postMessage [69],
etc.) that require critical validation mechanisms [33, 63]. In
addition, compliant brokers can follow the Security Best
Current Practices (SBCPs) [39], which addresses all known
protocol weaknesses. For custom brokers, developers have
to take extra care to resolve these issues and mitigate attacks.

Attack Impact. If a broker is vulnerable, the impact
might vary depending on whether the broker is a first- or
third party. For example, XSS on a third-party broker affects
the broker and the user’s authentication on all SPs. But
even worse, XSS on a first-party broker that is deployed
on the same origin as the SP compromises the entire SP
app, elevating the impact beyond authentication.

Attack Prevalence. The prevalence of vulnerabilities in
the wild depends on whether a broker is publicly or inter-
nally accessible. For example, flaws in publicly accessible
brokers could potentially impact hundreds or even thousands
of SPs that incorporate the identity services of the brokers.
In contrast, weaknesses in internal brokers only affect a
limited group of SPs managed by the same company.

4. Automatic Detection of Brokered SSO

This section introduces the first automated large-scale
detection of brokered SSO on the web. To achieve this, we

developed a tool called IDB-DETECTOR, designed to reli-
ably identify brokers used by the Tranco top 1M websites.

4.1. System Overview

Step 1: Automated Detection. IDB-DETECTOR is our
automated framework built to detect brokers in SSO login
flows. It requires HTTP traffic recordings of SSO logins as
input. Since these recordings contain many irrelevant HTTP
messages, it first reconstructs the SSO login flow. It begins
with identifying SSO messages initiated by the SP and ends
at the IdP. Then, it utilizes two methods to determine the
presence of a broker: (1) backtracking identifies third-party
and compliant brokers and (2) clustering detects first-party
and custom brokers. We applied IDB-DETECTOR on more
than 55k SSO login flows and detected 249 brokers. For each
identified broker, IDB-DETECTOR outputs a unique regular
expression pattern. These patterns will allow future research
to locate brokers in arbitrary HTTP traffic recordings.

Step 2: Automated Classification. After detecting the
brokers, we systematically categorize them according to our
established criteria from §3. For each broker, we assess:
(1) its classification as either a first or third party (§3.2),
(2) its target audience, whether public or internal (§3.3), and
(3) its protocol usage, whether compliant or custom (§3.4).

Step 3: Contact Address (Optional). The first two steps
have yielded all the necessary data for the evaluations in this
paper. However, identifying the companies or institutions
that provide the brokers remains essential for responsible
disclosure. To address this, we manually searched for the
broker patterns using Google Search, Whois Lookup [22],
and GitHub Code Search [57].

4.2. IDB-DETECTOR

Figure 3 shows how IDB-DETECTOR can automatically
detect brokers in brokered SSO login flows at scale.

Input: HAR Files. We use a public dataset from prior
work [34]. These recordings include 88,983 SSO flows
across the Tranco2 1M websites. They contain the HTTP
traffic recorded while running the SSO logins. Each SSO
flow is captured in the JSON-based HAR data format [27].

1 Extract Login Redirection Chains (LRCs). We
start by filtering out non-essential requests from the HAR
files, such as images, scripts, and fonts, to focus solely on
the SSO flow. We include all top-level requests triggered
after loading the SP’s login page and clicking the SSO but-
ton into the LRC. The process ends once we reach the IdP.
We capture both server-initiated requests (by analyzing the
Location header in 3xx redirects) and JavaScript-initiated
requests (by analyzing the Sec-Fetch-Dest header). We
also consider multiple frames, such as iframes and popups.

2 Backtracking. We use a backtracking technique to
identify all third-party and compliant brokers. The process
begins at the last entry in the LRC, the IdP. We examine
its redirect_uri parameter to which it will redirect back.

2. Available at https://tranco-list.eu/list/6Z2X.

https://tranco-list.eu/list/6Z2X
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Figure 3: Overview of IDB-DETECTOR. We introduce two novel approaches, backtracking and clustering, to uncover a
diverse set of brokers. By following this methodology, we discovered a total of 249 brokers.

This URL must differ from the SP and IdP, indicating a
third party. Next, we move upwards in the LRC until we
find a request sent to this third party. This request must also
include a redirect_uri, which now points back to the SP.
If so, IDB-DETECTOR returns a pattern for this request.

3 Clustering. We use a clustering technique to identify
first-party and custom brokers. Our hypothesis is that all
requests to the same brokers share similar, if not identical
paths and parameters, regardless of the SPs issuing them.

The clustering technique works as follows: We correlate
all intermediary requests from all LRCs of all SSO flows.
We compare and group similar requests into clusters based
on the domain, path, and parameters. Two requests are
similar if all but one of their parameters or path components
match. We repeat this process iteratively.

For example, consider three requests: R1, R2, and R3.
R1 and R2 differ by one path component but are other-
wise identical. R2 and R3 differ by one parameter but are
otherwise identical. Since R1 and R2 form a cluster, and
R2 and R3 forms a cluster, and all three requests join a
single cluster. If a cluster contains requests from at least two
different SPs, we mark it as an broker cluster. We choose
a unique parameter or path component that only appears in
this cluster to generate a pattern for this cluster.

Output: Broker Patterns. IDB-DETECTOR creates pat-
terns to identify broker requests in HTTP traffic. Each
pattern is a regular expression defining the domain, path,
or parameters of a request. These patterns should lay the
foundation for future work investigating the brokered SSO.

Accuracy of the Broker Patterns. We are able to detect
all compliant brokers in the dataset [34], as they consistently
use well-defined parameters, such as client_id. However,
we may miss custom brokers that employ unpredictable
parameter names and values. In our ground truth (see §3.1),
we successfully identified all 10 manually found brokers,
without false negatives. Furthermore, we manually verified
and annotated each of the 249 automatically identified bro-
kers, confirming that there were no false positives.

4.3. The Brokered SSO Ecosystem

We used IDB-DETECTOR to capture the first snapshot
of the brokered SSO ecosystem, demonstrating its practical
relevance. Therefore, we enriched the publicly available data
from recent work [34], which already identified 88,983 SSO
flows across the Tranco 1M websites, see Table 1.

# Brokers # Flows # Websites

Three-Actors – – 39,870 72% 24,880 75%

B
ro

ke
re

d Public 64 26% 10,911 71% 5,944 72%
Internal 117 47% 3,442 22% 1,635 20%
Unknown 68 27% 1,139 7% 686 8%

249 100% 15,213 28% 8,241 25%

Three-Actors or Brokered 55,083 100% 33,121 100%

Table 1: Brokered SSO on the Tranco Top 1M Websites.
In total, 25% of the websites use brokered over three-
actors SSO. Interestingly, 47% of the brokers are internally
accessible while 72% of the websites use public brokers.

Excluded SSO Flows. Nearly 30% of the SSO flows
(26,399) use social SDKs from IdPs, like “Sign in with
Apple JS” [62]. Social SDKs are strictly tied to IdPs and
cannot involve any brokers. Therefore, we excluded them
from our analysis. We further excluded 7,501 SSO flows due
to multiple issues preventing their analysis (see Table 5).

Three-Actors vs. Brokered SSO. Our analysis of bro-
kered SSO is based on the remaining 55,083 SSO flows
associated with 33,121 websites. IDB-DETECTOR identified
249 brokers used in 15,213 SSO flows. Websites with three-
actors SSO integrate 1.6 SSO flows on average. In contrast,
websites with brokered SSO integrate an average of 1.85
SSO flows. This slight increase suggests that brokers make
it easier for SPs to adopt multiple IdPs.

Takeaway 1: Every fourth website with SSO, which is
not based on social SDKs, uses the brokered instead
of the three-actors flow. This observation underscores
the importance of research into this emerging ecosystem.

Internal vs. Public Brokers. We discovered that nearly
twice as many brokers are internally accessible (117) com-
pared to publicly accessible ones (64). However, the major-
ity of websites (72%) use a publicly accessible broker. This
makes sense, as public brokers are available to everyone,
while internal brokers are limited to a few websites. On
average, each public broker is used by 93 websites (5,944
/ 64), whereas internal brokers serve only 14 websites on
average (1,635 / 117). Thus, public brokers affect a wider
audience if found to be vulnerable. We could not classify 68
brokers due to missing entries in the Tracker Radar Entity
List / Whois records / certificates, timeouts, etc. (see §3.3).
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Figure 4: Comparison of Public and Internal Brokers. Inter-
nal brokers are mostly third parties and use custom proto-
cols. Public brokers show a balanced distribution.

Figure 4 further illustrates the differences between pub-
lic and internal brokers. Internal brokers are mostly third
parties, while public brokers are equally likely to be a first-
or third party. Furthermore, internal brokers use primarily
custom protocols, while public brokers use both compliant
and custom protocols equally. These findings highlight the
practical importance of our systematization of brokers.

5. Threat Model

Web Attacker. In this paper, we consider the regular
web attacker [3] who hosts a malicious website, for instance,
attacker.com, and can lure the victim to visit it. This is in
line with recent research on the security of SSO on the
web [24, 31, 33, 34, 48, 51, 64]. We exclude any software or
hardware deficiencies, and we assume standard-compliant,
non-compromised web browsers and secure TLS. In the
following, we reveal an abstract overview of the victim’s
behavior and the attacker’s approach and goals.

Victim. The victim utilizes SSO to authenticate on a
trustworthy SP using their account at a trusted IdP. We
assume that the victim is already logged in at the IdP and
has given consent for the IdP to share personal data with
the SP. Therefore, the SSO authentication is seamless and
does not require user interaction. As a result, the attacks
discussed in this paper work stealthily and do not require
the victim to interact with trustworthy parties. Instead, the
victim visits the malicious website and clicks on one button.

Attacker Approach and Goals. From the malicious
website, the attacker navigates to a vulnerable endpoint
of the broker, either by opening a popup or redirection.
The victim loads the malicious website, which exploits
missing or insufficient validation mechanisms to (1) inject
messages, breaking the message authenticity, or (2) receive
messages, breaking the message confidentiality. For exam-
ple, attacker.com could inject a maliciously crafted login
request or receive the login response containing the victim’s
authentication token to take over the account. The attack is
successful if the malicious website can receive a security-
relevant SSO message from the vulnerable broker. Similarly,
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Figure 5: Redirection Chains in Brokered SSO. The double
chain encapsulates two three-actors SSO flows into a single
brokered SSO flow and is considered secure. The out-of-
order chain is misdirected by the broker, which instructed
the IdP to return the login response directly to the SP. The
open-end chain is again misdirected by the broker, which
returns the login response to the SP operating on a different
site. Both, the out-of-order chain and the open-end chain are
deemed insecure, as they fail to protect the integrity of the
message channel between the SP and broker.

the attack succeeds if the malicious site can inject an SSO
message that is accepted by the vulnerable broker.

6. Redirection Chains in Brokered SSO

In this section, we are the first to investigate the redi-
rection chains in brokered SSO. For three-actors SSO, we
expect the SP to redirect to the IdP with the login request,
and the IdP to redirect back to the SP with the login response
(cf. Figure 2). However, brokered SSO extends the redirec-
tion chain and inherently increases its attack surface. In this
scenario, the SP redirects to the broker, which redirects to
the IdP. The process reverses with the IdP redirecting back
to the broker, and the broker redirecting back to the SP.

In §6.1, we demonstrate that this sequence is misdirected
in certain implementations of brokered SSO, allowing at-
tackers to inject arbitrary SSO messages. In §6.2, we show
that some redirection chains are not properly validated even
if the sequence is aligned, enabling attackers to receive
confidential SSO messages.

6.1. Misdirected Redirection Chains

We used our ground truth (see §3.1) as a basis to investi-
gate how the inherently longer redirection chains are shaped
in brokered SSO. From this investigation, we identified three
common patterns, as shown in Figure 5 and described below.

Methodology. Our automated analysis is based on the
dataset obtained from prior work [34]. Since the prior work

attacker.com
attacker.com


did not execute the full SSO login flow, the dataset does not
contain the login responses. However, we have access to the
login requests, which include the redirect_uri parameter
indicating the URL to which the the login response is sent.
We use this information to reconstruct the entire redirection
chain, including both login requests and login responses.

Starting with 15,213 brokered SSO login flows (see
Table 1), we filtered out flows that are not compliant (leaving
5,668), do not use a redirect_uri, or use an unparsable
redirect_uri. In total, we could fully reconstruct the
redirection chains for 3,926 brokered SSO login flows.

Double Chain. The double chain integrates two three-
actors SSO flows into a single brokered SSO flow, as shown
in Figure 5. The SP generates a random state, binds this
state to the user’s session cookie, and issues the login
request to the broker ( A ). The broker proceeds similarly
and issues the login request with its own state to the
IdP ( A’ ). The IdP generates the user’s authentication token
and returns it with the login response to the broker, also
reflecting the broker’s state ( B’ ). The broker, in turn,
returns the login response reflecting the SP’s state to the
SP ( B ). Since all states are bound to the user’s session
cookie, the entire flow is protected. Attackers cannot inject
SSO messages because they neither know the state nor
the session cookie. We found that 3,800 brokered SSO login
flows implement the double chain.

Out-Of-Order Chain. The out-of-order chain misdi-
rects the brokered SSO flow, as illustrated in Figure 5.
Similar to the double chain, the SP issues the login request
to the broker ( A ), which then sends a new login request
to the IdP ( A’ ). However, the IdP is misdirected by the
redirect uri received from the broker in the login request
and returns the login response directly to the SP. This causes
a mismatch between the state returned in B’ and the
state bound to the session cookie in A . Although the SP
uses the token to authenticate the user, it cannot properly
validate the state by design [28, 39]. Consequently, the
SP becomes vulnerable to CSRF attacks, being unable to
distinguish between legitimate login responses in B’ and
forged ones. Attackers can exploit this vulnerability by
injecting their tokens into the victim’s browser, effectively
logging the victim into the attacker’s account. We identified
69 brokered SSO login flows with the out-of-order chain.

Open-End Chain. As shown in Figure 5, the broker
misdirects its login response in the open-end chain. In this
scenario, the broker returns the login response to the SP
as expected. However, the SP receiving the login response
in B operates on a different site than the SP that initiated
the login request in A . Since the state in A is bound
to the session cookie scoped to fox.com, the SP running
on fox.news cannot access this cookie. Consequently, the
SP cannot validate whether the state received in the login
response in B matches the state bound to the session
cookie in A . Similar to the out-of-order chain, attackers
can exploit this CSRF vulnerability by injecting forged login
responses to fox.news. We identified 57 brokered SSO login
flows implementing the open-end chain.

Takeaway 2: Out-of-order chains and open-end chains
misdirect the redirection chains in brokered SSO, en-
abling CSRF attacks by design. We found 126 brokered
SSO login flows affected by this issue. In contrast, double
chains, which encapsulate two three-actors SSO flows
into a single brokered SSO flow, are secure by design.

6.2. Open Redirection Chains

Both IdPs and brokers must validate the redirection
chain to ensure that only authorized entities receive access
to the user’s token. This validation involves checking the
URL to which they issue the token (redirect_uri) [28,
39]. Failure to do so allows attackers to manipulate the
redirection chain, gaining access to the user’s token and
potentially taking over the account. Prior research has
proven that the majority of IdPs only partially validate
the redirect_uri [31, 48]. In this paper, we are the
first to reveal that 20% of the brokers do not validate the
redirect_uri at all, which poses an even greater risk.

Manual Analysis. We opted for a manual approach
to empirically evaluate if brokers correctly validate the
redirection chain for the following reasons: (1) Executing
the full SSO login is challenging to automate and prone
to failures [15, 24, 31, 35, 61, 72]. Previous studies that
automated the full SSO login are error-proned and difficult
to replicate [34]. We aim to avoid these automation issues
(i.e., false positives / negatives) and since we only need
to test 249 brokers rather than millions of SPs, manual
analysis seems suitable. (2) We need to manipulate the
URL to which the token is issued. Beyond the standardized
redirect_uri parameter [28], many custom ones exist,
such as callback, returnTo, and backURL. Detecting
all these parameters automatically is difficult and remains
a problem for future research. (3) We must interpret the
leaked data to determine if it contains sensitive information,
such as tokens or user data. Similarly, we must test if a
leaked token can be redeemed by an attacker to take over
the victim’s account at the SP. Automating this process is
challenging [31, 33] and remains an open problem.

Methodology. For each of the 249 brokers, we followed
these steps: First, we visited the login page of a randomly
sampled SP that integrates the broker. We logged in using
SSO with one of our IdP testing accounts. If the broker
performs a server-side redirect, we set the redirect_uri
(or custom parameters like callback) to the malicious
website. If the broker performs a client-side redirect, we
additionally applied the javascript pseudo-protocol han-
dler [12] to test for XSS. Since we aimed to measure a
lower bound of vulnerabilities, we did not test further URL
validation bypasses. We considered the attack successful if
the broker accepted the manipulated redirect_uri and
redirected to the malicious website or triggered the XSS
payload. Upon a successful redirect to the malicious website,
we inspected the data received by the attacker. We identified
three patterns: (1) the broker leaks tokens (è), (2) the
broker leaks user data such as names and emails ( ), (3) the
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# Vulnerable Vulnerabilities Impact
Brokers SPs Open Redirect XSS Leak Account Takeover

20 1,093  – è ✓

9 610  # è ✓

8 337  – F p

5 247   è ✓

2 94  # F p

1 17     p

1 11 #  F p

1 5  –   p

1 4  # è p

1 3  – è p

49 2,421 48 7 36x è, 2x  , 11x F
34x ✓, 15x p

 Vulnerable, # Secure, – Not Applicable
è Token,   User Data, F No Data
✓ Confirmed Account Takeover, p No Account Takeover

Table 2: Insufficient Validation of Redirection Chains in
Brokered SSO. We identified 49 brokers used by 2,421 SPs
that fail to validate the redirection chain, leading to XSS,
user data leakage, and account takeovers. Details in Table 6.

broker leaks no data but still redirects to the malicious site
(F). If tokens were leaked, we tried to redeem them to
determine if attackers can take over the victim’s account.

Results. Table 2 summarizes the results of our empirical
evaluation. Surprisingly, 49 brokers did not validate the
redirection chain, which is alarming. These vulnerabilities
enable Open Redirects (ORs) on 48 brokers and XSS on 7
brokers. At least 2,421 different SPs are affected by these
vulnerabilities, and the actual number may be even higher
beyond our dataset. We manually confirmed token leaks for
34 of 36 brokers, which allow account takeover attacks on
1,950 SPs (cf. gray-shaded rows). Only two brokers leaked
tokens that we could not redeem. Another two brokers
leaked user data, including identifiers, emails, and profile
pictures, while 11 brokers did not leak any data.

Takeaway 3: The redirection chain is not validated by
20% of the brokers. Attackers can exploit this vulner-
ability to hijack authentication tokens, enabling them to
take over the victim’s account on a total of 1,950 SPs.

7. Unauthorized Data Access in Brokered SSO

In this section, we explore how attackers can gain access
to the resources of users without having to obtain their
consent. This threat comes from a flawed consent mech-
anism that is inherent to brokers and brokered SSO. Even
worse, attackers may take over and impersonate the victim’s
account on all SPs which integrate the vulnerable broker. To
our knowledge, we are the first to quantify this issue.

First, §7.1 briefly explains the process and reasons for
obtaining the user’s consent in three-actors SSO. Next, §7.2
delves into brokered SSO and its three different patterns of
acquiring user consent. Each of them provides varying levels
of data access transparency to the user and one fails to safe-
guard user data, enabling unauthorized data access. Finally,

§7.3 presents our large-scale measurement of unauthorized
data access in the brokered SSO ecosystem.

7.1. Consent in Three-Actors SSO

Consent. Consent is an essential mechanism that allows
users to control which SPs are allowed to receive their
data from the IdP. Consider a user who logs in to an SP
such as sp.com for the first time using their IdP account.
Consequently, the user must grant consent to the IdP so that
sp.com is allowed to access their personal data, including
email, birthday, and address. Without such consent, any site,
including harmful ones, could access the user’s data without
permission, severely jeopardizing the SSO system.

Consent Page. To protect and inform users, IdPs show
them a dedicated consent page for each SP upon their initial
login. This consent page serves as a critical checkpoint.
Popular IdPs, such as Apple, Facebook, and Google, display
an interface that includes details like the SP’s name (e.g.,
“Shop XYZ”), site (e.g., sp.com), and requested resources
(e.g., id, email, address). Users can then approve access.

Client Identifier. Upon account creation, developers
manually pre-register their SPs. During pre-registration, the
IdP assigns the client_id (CID), a unique identifier, to
the SP. The IdP stores SP-related configuration, such as the
CID and allowed redirect_uris (RURIs). It is important
to note that users give their consent based on the CID, rather
than on a per-site basis. Thus, users only have to provide
consent a single time, allowing various sites (such as those
with country-specific TLDs) to access their resources.

One Consent for One Third Party. According to the
General Data Protection Regulation (GDPR), third parties
are processors who, under the authority of a controller, are
authorized to process personal data [23, §4.10]. Controllers
must have a legal reason for sharing personal data with third
parties, such as obtaining consent from the data subjects [23,
§6.1]. In three-actors SSO, this sentence holds as the IdP
(controller) obtains consent to share user data (subject) with
the SP (processor).

7.2. Consent in Brokered SSO

Theory: Provide Consent to Every Third Party. In
brokered SSO, an additional actor, which is the broker,
obtains access to the user’s data. To align with GDPR
regulations, users must consent to each third party receiving
access to their data (both SP and broker). Requiring users
to give consent twice during the SSO login process leads to
a cumbersome login experience. Moreover, since users are
generally unaware of brokers, they may find it confusing
and unsettling to authorize these lesser-known third parties.

Real-World: Implicit Trust in the Broker. In practice,
explicit consent is not provided. By incorporating brokers
into the login process, SPs place trust into them. SPs allow
brokers to access their users’ data. However, IdPs show only
a single consent page to the users, thus effectively hiding
the presence and the active role of the brokers. Figure 8
shows an example in which Google (IdP) asks the user to
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Figure 6: Secure and Federated Data Access. S The user
grants consent to each SP. There are distinct CIDs between
SP↔broker and broker↔IdP. F The user grants consent
to a joint federation of multiple SPs. Multiple SP↔broker
CIDs are mapped to the same federated broker↔IdP CID.

provide consent to Skyscanner (SP) although it returns the
token to Auth0 (broker). In this paper, we operate under the
premise that SPs make well-informed choices to integrate
only trusted brokers.

Figure 6: Running Example. We consider two honest
SPs operating on cap.com and top.com, and one malicious
SP on evil.com. All of them implement brokered SSO with
the same broker and IdP. The SPs cap.com and top.com
are trustworthy and the user has consented to share data
with them. Both are operated by the same company, called
“hats”. The SP on evil.com is under the attacker’s control.
We assume that the user has not provided consent to the
malicious SP.

Client Identifier. Initially, all three SP developers need
to pre-register their SP at the broker. The broker assigns
them a unique CID (e.g., capBroker, topBroker, evil). For
each CID, SP developers store the respective RURI on
the allowlist (e.g., cap.com, top.com, evil.com). Finally, the
integration between the broker and IdP must be configured.

By analyzing our ground truth (cf. §3.1), we found three
integration patterns: (1) Secure Data Access, (2) Federated
Data Access, (3) Unauthorized Data Access.

S Secure Data Access. The broker provides a distinct
tuple (CID, RURI) for each SP. The broker also uses distinct
tuples for the communication with the IdP. As a result, the
user gives consent only for the SP starting the authentication.

When the user initiates the SSO login on cap.com, the
SP provides its CID and RURI to the broker (capBroker, cap.
com). The broker then maps them to the corresponding CID
and RURI at the IdP (capIdP, cap.idb.com). Thereafter,
it redirects to the IdP. If the user has previously granted
consent to cap, the IdP issues a signed token, which includes
the user’s identity (subject is Alice). Finally, the broker
issues a new token that encapsulates the user’s identity.

Takeaway 4: Secure Data Access. The most secure and
privacy-friendly way of implementing brokered SSO is to
let users grant consent to each SP individually.

F Federated Data Access. In the federated integration
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Figure 7: Unauthorized Data Access. U The user grants
access to the broker and all its SPs, including malicious
SPs that the user has never visited or given consent to. All
SP↔broker CIDs are mapped to the same broker↔IdP CID.

Figure 8: Exemplary Consent Screen in Brokered SSO.
Google (IdP) asks the user to provide consent to Skyscanner
(SP) although it returns the token to Auth0 (broker).

pattern, the SPs cap and top belong to the same “hats”
federation. The broker registers one CID at the IdP per
federation. Since the SPs share a common CID at the IdP
(hats), users who logged in to cap.com are not asked to
grant consent when logging in to top.com. The federation
model ensures security by blocking unauthorized access
from SPs that are not part of the federation “hats”. Real-
world federations include Atlassian [9], which operates the
SPs trello.com and bitbucket.com.

Takeaway 5: Shared Federated Data Access. All SPs
within the federation receive the same data access rights.

U Unauthorized Data Access. In this pattern (cf.
Figure 7), the broker must pre-register itself at the IdP by
providing its single RURI (e.g., idb.com). The IdP assigns
one CID to the broker (e.g., idb). Despite each SP integrat-
ing the broker independently, they all share the same CID
at the IdP. Similarly to the federation pattern, users who
have logged into cap.com are not required to provide their
consent again when accessing top.com. However, malicious
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Figure 9: Our Automated Methodology to Measure Integra-
tion Patterns for Obtaining Consent in Brokered SSO.

SPs such as evil.com can now misuse the consent that the
victim granted to trustworthy SPs.

User Data Leak (r): Initially, the malicious SP must pre-
register at the broker. The practical feasibility of this pre-
registration is discussed in §7.3. We also assume the victim
visits the malicious SP and holds an account with one of the
trustworthy SP (cap or top). Upon visiting the malicious
SP, the SSO login is initiated. With the prior consent given
to the broker, the malicious SP promptly obtains a token
scoped to their site. This token grants access to the victim’s
personal data, such as name, email, and address.

Escalation to Account Takeover (õ): In the prior case,
the malicious SP receives a token scoped only to its site
(audience is evil). This token allows the malicious SP
to access the victim’s data, but still protects the accounts
at the trustworthy SPs. However, some brokers issue tokens
without specific scoping (audience is anyone). When the
malicious SP obtains such tokens, the attacker can compro-
mise the victim’s accounts at trustworthy SPs. It is important
to note that in the secure data access pattern, even with an
unrestricted token, the malicious SP must still obtain the
user’s consent, which is practically unlikely. Conversely, in
the unauthorized data access pattern, the attacker has pre-
existing consent, enabling immediate account takeover.

Takeaway 6: Unauthorized Data Access. This design
flaw arises if the broker reuses the same CID for all
its SPs. If the set of SPs includes a malicious one, it
gains access to the victim’s data. Some brokers expand
the severity of this issue by issuing unscoped tokens.

7.3. Evaluation: Consent in Brokered SSO

Figure 9 presents our automated method for evaluating
secure, federated, and unauthorized data access in brokered
SSO. We began our analysis with 15,213 SSO buttons im-
plementing a brokered SSO login (see Table 1). We excluded
319 SSO buttons for which we could not extract the CID.
The analysis continued with the remaining 14,894 SSO
buttons, linked to 6,919 different SPs. These SPs utilized
a total of 7,120 unique CIDs across 10 IdPs, including the

top three: Google (3,240 CIDs), Facebook (2,346 CIDs),
and Apple (576 CIDs). We employed a three-step process
to discern secure, federated, and unauthorized data access.

Step 1: “One SP per CID?” CIDs linked to a single SP
are considered secure. We found 3,810 SPs linked to 6,518
CIDs. On average, each SP supports SSO with 1.7 IdPs.

Step 2: “Do SPs use an Internal Broker?” Internal
brokers are part of the federated data access model because
only a restricted set of SPs can integrate them. For instance,
both trello.com and bitbucket.org utilize Atlassian’s internal
broker for SSO, creating a closed federation that prevents
access from malicious actors. We identified 2,059 SPs linked
to 537 CIDs, averaging to 3.8 SPs per federation.

Step 3: “Are SPs related?” SPs can still join a federa-
tion on a publicly accessible broker. We use the automated
approach described in §3.3 to determine whether SPs are
related. This method filters out 28 related SPs linked to 22
CIDs. For instance, thesalinepost.com and thesuntimesnews.
com display different news articles but share the same TLS
certificate from the same parent company.

Unauthorized Data Access. Our automated approach
identified 18 brokers susceptible to unauthorized data access.
These brokers connect 1,149 SPs to 43 CIDs. On average,
26.7 unrelated SPs share the same consent at the IdP.

Manual Verification: Methodology. Table 3 presents
our manual verification of the vulnerabilities identified by
our automated system. For freely accessible brokers, we pre-
registered our own malicious SP. For brokers requiring a
registration fee, we randomly selected two unrelated SPs
for each broker, one deemed trustworthy and the other
malicious. We assumed that the user would consent only
to the trustworthy SP. brokers were considered to leak user
data (r) if the malicious SP gains access to it. brokers were
deemed vulnerable to account takeover (õ) if the malicious
SP obtains a token that is valid for the trustworthy SPs.

Manual Verification: Results. We manually verified
that 15 of 18 brokers are leaking user data. Two brokers
implemented an additional consent layer at the broker. We
were unable to test one broker due to bugs in the SP
implementation that prevented us from successfully logging
in. On 6 brokers, we could escalate the issue further as they
returned unscoped tokens to the malicious SP, allowing us
to take over the victim’s accounts at the trusted SPs.

Pre-Registration of Malicious SPs. Our manual in-
vestigation reveals that the majority of brokers present
minimal obstacles for attackers trying to register malicious
SPs. Specifically, 9 brokers are accessible without any cost,
whereas 6 necessitate a registration fee that varies between
$1.50 and $400. Only 3 brokers mandate engagement with
their sales departments, potentially reducing, but not neces-
sarily eliminating, the likelihood of malicious registrations.

evil.com
trello.com
bitbucket.org
thesalinepost.com
thesuntimesnews.com
thesuntimesnews.com


Vuln. # Vuln. SPs per (Broker, IdP)
Brokers � r õ � ³  ï �

CivicPlus Ý   531
uLogin    # 188 130 16

Growave     102 107
Hiko     46 42 16 8 7
Oxi £   43 48 10

Okas £  # 35 38 14
CONNECT   # # ��21 ��21 ��12
Login4Play     17 21
miniOrange £  # 16 12

Mylo.id   # # ��23 ��22 ��21
NexusMedia EA £  # 9 7

Salesforce CI Ý  # 6 7
Zifyapp    # 5 6
Froonze    # 4 2

miniOrange SL £  # 2 2
LiveRe     2
Xsolla Ý G# G# �2

Hexgator £  # 2

18 15 6 → 1,103 SPs with r

→ 799 SPs with õ

� Registration Fees, r User Data Leak, õ Account Takeover
  Freely Available, £ Paid Plan Only, Ý Price Upon Request
# Secure,  Vulnerable, G# Manual Verification Failed (Buggy SPs)

Table 3: Unauthorized Data Access in Brokered SSO. In
total, 15 brokers fail to provide adequate protection for user
data against unauthorized access. Attackers can access the
victim’s data if the victim holds an account with any of the
1,103 SPs. More alarmingly, attackers can escalate this issue
on 6 brokers to take over the victim’s account on 799 SPs.

Takeaway 7: We found 15 brokers that fail to protect
the user’s data. If a user logs in to one of 1,103 SPs
integrating such a vulnerable broker, their data is at risk
of being compromised. Additionally, attackers can esca-
late this issue on 6 brokers that issue unscoped tokens,
allowing them to hijack the user’s account on 799 SPs.

8. The Weakest Link in Brokered SSO

Over the years, extensive research has identified attacks
in OAuth and OIDC, culminating in the publication of
the official OAuth SBCPs [39]. This document provides a
current framework for SSO implementors by outlining all
known security threats and mitigation strategies. Our analy-
sis is based on previously recorded data and can thus focus
only on vulnerabilities detectable through passive frontend
communication without requiring authentication [34, §6.2].

We examine five main threats, as shown in §8.1: (1) in-
secure flows, (2) secret leaks, (3) PKCE, (4) state, and
(5) nonce. Note that not following these recommendations
does not necessarily indicate a vulnerability but increases the
risk of exploits. In §8.2, we reveal 3,367 violations in 5,668
SSO flows, in which the brokers actively downgrade the
security by removing security-relevant parameters. In §8.3,
we discover 7,415 violations, in which the brokers tolerate
less secure SSO flows instead of enforcing secure ones.

# Flows (Total: 5,668) # Websites (Total: 2,780)
§8.2 §8.3 Secure §8.2 §8.3 Secure

1 Insecure Flows 0 1,034 4,634 0 545 2,235

2 Secret Leaks 0 0 5,668 0 0 2,780

3

Missing PKCE 2,954 2,698 16 1,505 1,273 2
Invalid PKCE 0 89 5,579 0 41 2,739
→ no code 0 17 5,651 0 9 2,771
→ reuse 0 84 5,584 0 36 2,744
→ entropy < 128 bit 0 35 5,633 0 13 2,767
→ invalid method 0 39 5,629 0 17 2,763

4

Missing state 7 1,021 4,640 7 543 2,230
Invalid state 8 704 4,956 4 306 2,470
→ reuse 8 697 4,963 4 300 2,476
→ entropy < 128 bit 0 141 5,527 0 78 2,702

5

Missing nonce 93 2 5,573 93 1 2,686
Invalid nonce 305 1,866 3,557 263 858 1,659
→ no id_token 304 1,786 3,578 262 846 1,672
→ reuse 1 138 5,529 1 67 2,712
→ entropy < 128 bit 0 25 5,643 0 18 2,762

Σ Total Violations 3,367 7,415 – 1,872 3,568 –

Table 4: Violations of SBCPs. Brokers downgrade the adop-
tion of PKCE and nonce protections, and they fall short of
disallowing insecure flows and missing states.

8.1. Security Best Current Practices

1 Insecure Flows. OAuth / OIDC defines three tokens:
(1) The code serves as a token reference and is re-

deemed in exchange for other tokens. A secret secures this
exchange and prevents illegitimate misuse of leaked codes.

(2) The id_token includes digitally signed claims
about the user’s identity. Should it be compromised, the
nonce protection prevents its misuse (see below).

(3) The access_token grants direct access to the
user’s resources. If leaked, no further security mechanisms
exist to prevent its illegitimate misuse. Since 2018, the
SBCPs [39, §2.1.2] have banned exposing access_tokens
to browsers, recognizing their high risk of leakage [17, 72].
Today, codes are uniformly recommended [13, 14, 39].

2 Secret Leaks. The secret is established during the
pre-registration, see Step 1 in Figure 2. The secret protects
leaked codes from illegitimate misuse by attackers and thus
should not be revealed to untrusted parties.

3 Proof Key for Code Exchange. PKCE protects
against the unauthorized use of exposed codes by malicious
actors. It ties the code to a single-use, random identifier with
over 128-bit entropy [54, §7.1], which undergoes hashing.

4 state. The state protects against CSRF attacks
(see §2). Like PKCE, it is designed to be a single-use, high-
entropy [32], and random identifier.

5 nonce. The nonce safeguards against CSRF and
prevents illegitimate use of id_tokens upon their expo-
sure. Similar to the state, it serves as a single-use, high-
entropy [32], and random identifier that is also incorporated
within the signed id_token.

8.2. Security Downgrades

Brokers are used to facilitate the integration of SSO
services. However, a broker should not decrease the se-
curity compared to three-actors SSO. Unfortunately, we



discovered 1,872 violations on 2,780 websites where bro-
kers are actively downgrading security, see Table 4. To
our surprise, brokers commonly downgrade PKCE, which
is a strong security mechanism preventing many attacks,
including CSRF and token leakage. We found that in 2,954
flows, the SP initiates PKCE, but the broker removes it when
communicating with the IdP, thereby actively reducing the
security level. We discovered similar, although less prevalent
issues with the state and nonce parameters. In summary,
we observed 3,367 violations downgrading the flows.

8.3. Tolerating SBCPs Violations

1 Insecure Flows. In Table 4, we show that none of
the brokers are using insecure flows. But all are tolerating
insecure flows started by the SP instead of preventing them.

3 PKCE. Besides deploying PKCE, we observed its
invalid use in scenarios such as flows not using any code,
reuse of the same identifiers, insufficient entropy, or the
use of invalid hashing algorithms. Overall, the adoption of
PKCE remains low where either the broker or the SP do
not support it. Only in 16 flows, PKCE is used during the
entire authentication. This demonstrates how the hope of SPs
to delegate this complex implementation to more familiar
developers is misplaced endangering all unaware users.

4 state. Although CSRF attacks at the IdP are
largely mitigated, they remain a considerable challenge at
the broker. For instance, the three most frequently ineffective
state identifiers accepted or generated by brokers include:
(1) 52x empty string, (2) 37x STATE, and (3) 31x OD0w.

5 nonce. Similar issues are observed with respect to
the nonce parameter. For instance, the three most frequent
values include: (1) 11x empty string, (2) 8x defaultNonce,
and (3) 6x rA3H[...]HBM= (static base64-encoded string).

Takeaway 8: Analyzing the adoption of the SBCPs [39],
we observe a shift of responsibility from the IdP to the
new entity of the SSO flow, the broker. Regarding the
adoption of SBCPs, is it possible to see that the brokers
keep the status quo regarding existing security risks [34,
48]. Even more alarming, brokers actively decrease secu-
rity by removing security-relevant parameters.

9. Related Work

In this section, we review prior work on the security of
SSO and highlight how this paper differs / advances them.

Three-Actors vs. Brokered SSO. In recent years, it
has become increasingly clear that users heavily rely on
SSO services to authenticate on websites. This reliance has
stimulated the research community to conduct numerous
studies on the security of SSO, including analyses of the
protocols [19, 20, 21, 47] and implementations [6, 24, 25,
31, 33, 34, 38, 40, 41, 44, 48, 51, 64, 67, 72].

However, prior work has focused only on the three-
actors SSO flow, involving users, SPs, and IdPs. Inter-
estingly, in 2022, Jannett et al. [33] and Ghasemisharif

et al. [24] observed that multiple websites are susceptible
to the same SSO vulnerabilities. For instance, Jannett et al.
identified 11 different websites susceptible to the same In-
Browser Communication (InBC) vulnerability [33, Table 3].
Ghasemisharif et al. found that websites are reusing the
same CID at the IdP [24, Figure 9]. However, they did not
elaborate on the root causes or implications of this behavior.

In this paper, we fill this gap by uncovering the reasons
behind their observations, presenting a new ecosystem of
brokered SSO that has not yet been studied in previous
research. We suggest that in brokered SSO, the same vul-
nerability at the broker affects multiple different websites.

Security Best Current Practice. The IETF and research
community [31, 33, 39, 40, 58, 59] strive to continually
update the SBCPs with mitigation strategies to safeguard
SPs and IdPs from known threats, thus protecting users
from emerging attack vectors. Recent studies have shown
that many SPs and IdPs in three-actors SSO do not comply
with these SBCPs [34, 48], which is alarming.

In this paper, we extend prior work by including brokers
into the assessment of SBCP compliance. In specific, we
compare the compliance of flows between SPs↔brokers
and brokers↔IdPs. Our findings suggest that flows between
SPs↔brokers are weaker compared to brokers↔IdPs. Even
worse, brokers actively downgrade the security of SSO flows
that would have been classified as protected by prior work.

Open Redirects. ORs [66] are a well-known web se-
curity threat that has for years been considered a low-risk
vulnerability and out-of-scope in bug bounty programs [37].
Websites with ORs redirect users to the attacker’s websites,
with the impact typically limited to phishing. However, ORs
have proven to be the vulnerable heel of SSO, as they can
leak authentication tokens to the attacker’s website. The
SBCPs[39] and research community[31, 42, 45, 52] have
addressed this emerging attack surface, finding that IdPs
only partly prevent them [1, 31, 42, 45, 52]. We extend prior
work and show that over 20% of brokers do not prevent ORs
at all, which is even more alarming.

10. Concluding Remarks

This paper is the first to shed light on the brokered SSO
ecosystem. Brokered SSO introduces an additional entity
into the SSO login flow, called broker. Brokers provide
identity services and significantly offload the burden of
implementing SSO. However, we empirically show that
using brokers is not a panacea without consequences, and
their adoption should be considered carefully. We hope that
our research will start a broader discussion in the IETF
and research community regarding the security and privacy
implications of including a new actor in the SSO flow.

Surprising Results. In this paper, we demonstrate that
blind spots in SSO research still exist. Even recent work by
Jannett et al. [34], which systemizes all scanning techniques
and provides a comprehensive evaluation, fails to fully an-
alyze 25% of the SSO landscape. The significance of these
gaps in security is evident as we reveal vulnerabilities in
over 50 brokers, affecting thousands of websites. Regarding



brokers, we are also surprised to find that security is often
weakened by implementing new, unknown bad patterns, al-
lowing malicious actors to access user data without consent,
or by violating SBCPs.

Security Best Current Practices. As a direct conse-
quence of our findings, we will initiate contact with the IETF
and request updates to the SBCPs, focusing on brokered
SSO flows. Among other issues, the identified flaws in
designing the redirection chain (see §7) should be addressed
by requiring users to grant consent to each SP individually.

Non-Compliant SSO. We discovered two promising re-
search areas that should be further explored. Non-compliant
brokered SSO flows present a significant blind spot in
current security evaluations. While some of these blind
spots have been addressed in [33] and this research, our
findings reveal new gaps that warrant further investigation.
Specifically, we were only able to successfully recover 3,926
out of 15,213 flows (see §6). This indicates that a substantial
portion of SSO traffic remains unaccounted, likely due to
custom parameters and non-compliant behaviors that stan-
dard evaluation methods fail to address.

Future research should focus on developing robust strate-
gies to handle these custom parameters and non-compliant
behaviors more effectively. This could involve the creation
of adaptive algorithms that can dynamically recognize and
adjust to varying SSO implementations. Additionally, ma-
chine learning techniques could be leveraged to identify pat-
terns and anomalies within non-compliant flows, enhancing
the detection and mitigation of potential security risks.

Clustering Approach. Our clustering approach has
shown great promise in filtering unknown traffic and high-
lighting similarities, which is crucial for analyzing less-
documented protocols such as brokered payment services.
Prominent examples of such services include Arvato, Stripe,
Payone, GiroSolution, and Klarna. By applying our clus-
tering methodology, we can systematically organize and
analyze traffic by focusing on the most relevant messages,
thereby improving our understanding of these protocols.

Future work should aim to refine and expand this clus-
tering approach to cover a broader range of protocols and
services. This could involve integrating more sophisticated
clustering algorithms and enhancing the granularity of the
analysis to capture subtle differences in traffic patterns.
Additionally, applying this method to real-world datasets
will uncover new insights into the behavior of brokered
payment services and other similar protocols.
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Appendix A.
Erroneous SSO Flows

Exclusion Reason # Flows

Missing HAR file 5,225
Missing redirect_uri in login request of IdP 1,751
Multiple IdP login requests in single SSO flow 289
Login page not associated with Tranco domain 217
Invalid redirect_uri in login request of IdP 19

Σ 7,501

Table 5: Erroneous SSO Flows. In total, we had to exclude
7,501 erroneous SSO flows from the dataset provided by
SSO-MONITOR [34]. We identified five reasons that pre-
vented us from further analyzing the SSO flows.

Appendix B.
Responsible Disclosure

We have responsibly disclosed the vulnerabilities to all
affected brokers. In total, we have contacted all 55 brokers
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with insufficient validation of redirect chains (see §6, Ta-
ble 2, and Table 6) or flawed consent patterns (see §7 and
Table 3). At the time of publication, all brokers will have
had at least 6 months to fix them.

Contact Points. For each of the 55 vulnerable bro-
kers, we used a search engine and the broker’s website
to manually determine the following contact points (sorted
based on priority): (1) security.txt file, (2) bug bounty pro-
grams (HackerOne, Bugcrowd, Intigriti), (3) vulnerability
disclosure instructions, (4) email of data protection offi-
cer, (5) email of webmaster / administrator, and (6) other
general contact points (i.e., support emails, online forms,
etc.). For each broker, we manually identified one of the
following contact points: 28x general email addresses (i.e.,
support@broker.com), 14x general online forms (i.e., sup-
port online forms), 8x dedicated emails for vulnerability
disclosure (i.e., security@broker.com), 3x dedicated online
forms for vulnerability disclosure, and 2x HackerOne.

Notifications. For all general-purpose contact points, we
sent initial contact messages asking brokers to provide a
secure communication channel for our vulnerability disclo-
sure. We included details about our institutions and sent
messages from our institutional email address to verify our
credibility. If we received a positive response, we disclosed
the full details of the vulnerability (including steps to repro-
duce) to the appropriate contact point. For all contact points
dedicated to vulnerability disclosure, we directly disclosed
the full details, skipping the initial contact message. We sent
a second reminder if we did not receive a response after a
month. We provide the full text of our initial and disclosure
messages in our artifacts.

Unresponsive Brokers. If we do not receive a response
to the second reminder, we will contact our national CERT
and ask them to establish a communication channel with the
brokers. We will discuss with them how we should proceed.

Current Status (as of October 1st, 2024). 2 bro-
kers have already fixed the vulnerability. 4 brokers have
confirmed the vulnerability and are working on a fix. 1
HackerOne report was closed as a duplicate. 11 brokers
are currently investigating the report. 30 brokers have not
yet responded to our initial contact attempt conducted in
mid-July. We started a second contact attempt on August
21, 2024. 7 brokers were not reachable (i.e., “Undelivered
Mail Returned to Sender”). Interestingly, all brokers that
possess designated contact points for the communication
of vulnerability disclosures have responded. We thankfully
received $750 bug bounties.

Enhancing the Specifications. We are actively working
on extending the OAuth SBCPs [39] by adding a section
with our findings. In an effort to improve future protocols,
we are working towards a contribution to the OAuth 2.1
draft [29]. Once we submit the proposed changes, we will
also contact the IETF OAuth Working Group to discuss
them. Furthermore, we plan to submit a presentation pro-
posal for the OAuth Security Workshop [46]. This workshop
is explicitly targeted at SSO implementors, and we hope to
reach a broad audience of brokers.

# Vulnerable Vulnerabilities Impact
Brokers # SPs OR XSS Leak AT

CivicPlus 538  – è ✓

TP 282  – è ✓

uLogin 235 – # è ✓

Vox Media 221  – F p

Gigya 153 – # è ✓

Janrain 149  – è ✓

uID.me 108   è ✓

Super Socializer 87  # F p

Oxi 68   è ✓

LoginRadius 64 – # è ✓

HIKO 60   è ✓

Zephr 58 – # è ✓

BLOX Digital 54  – F p

Okas 52 – # è ✓

Login4Play 26  # è ✓

CONNECT 22  – F p

miniOrange 17     p

Zendesk 16  – F p

CAS 16  – è ✓

YITH 15  – F p

Schoolwires 14  – è ✓

Rdeskbw 13  – è ✓

Sandhills Global 11  # è ✓

NexusMedia EasyAuth 11 #  F p

Magic 11  – è ✓

Prisa 10  – è ✓

Amadeus 9  – è ✓

Ymcart 9  – è ✓

Mediacorp 7   è ✓

Scribbr 7  – è ✓

Heateor Social Login 7  # F p

Froonze 6  – è ✓

OmniAuth 6 – # è ✓

Vaave 6  – è ✓

Cyberbiz 5  – è ✓

Izea 5  # è ✓

Shoplazza 5  –   p

Wordpress Connect 4  – F p

Webmercs 4  # è p

LiveRe 4  – è ✓

miniOrange Social Login 4   è ✓

Alumnforce 3  – è ✓

Social Login 3  – è ✓

Loghy 3  – è ✓

FNP 3  – F p

StoreHippo 3  – è ✓

WirKaufenDeinAuto 3  – è p

Prepr 2  – F p

E-Prosveta 2  – è ✓

49 2,421 42 7 6x è,30x è
2x  , 11x F
34x ✓, 15x p

 Vulnerable, # Secure, – Not Applicable
Leak: è IdP Token, è Custom Token,   User Data, F No Data
AT: ✓ Confirmed Account Takeover, p No Account Takeover
Vuln.: Open Redirect (OR), Cross-Site Scripting (XSS)

Table 6: Insufficient Validation of Redirection Chains in
brokered SSO. We identified 49 brokers used by 2,421 SPs
that fail to validate the redirection chain, leading to XSS,
user data leakage, and account takeovers.



Appendix C.
Meta-Review

The following meta-review was prepared by the program
committee for the 2025 IEEE Symposium on Security and
Privacy (S&P) as part of the review process as detailed in
the call for papers.

C.1. Summary

This paper focuses on the security of brokered SSO. The
authors implement an automated tool called IDB-Detector
to detect the brokers. The paper proposes classification
criteria to systemize all the brokers on the web and ana-
lyze the broker SSO ecosystem. Based on the character-
istics of broker SSO, the paper identifies three categories
of threats associated with it: (1) insufficient validation of
redirect chains enabling injection attacks, (2) unauthorized
data access enabling account takeovers, and (3) violations
of security best current practices.

C.2. Scientific Contributions

• Creates a New Tool to Enable Future Science
• Identifies an Impactful Vulnerability
• Provides a Valuable Step Forward in an Established

Field
• Establishes a New Research Direction

C.3. Reasons for Acceptance

(1) Paper identifies a new broker ecosystem in SSO that
deserves more investigation and attention from the
security community to identify flaws and fix them.

(2) Paper identifies vulnerabilities in this space and authors
are in the process of notifying and alerting affected
parties. This has led/is leading to real impact with
existing brokers in the SSO ecosystem.
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