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The Importance of Email Security
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Email Exchange 
Rate

Source: www.statista.com
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Email Client Market Share

Calculated from over 1 billion opens in Litmus Email Analytics, in August 2024 (source: litmus.com).

https://www.litmus.com/email-analytics
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Spam: The Unwanted Emails We Love to Hate

• Unsolicited emails that often contain commercial 
messages or website links.

• Messages you didn't ask to receive.

• They attempt to persuade recipients to take some 
action.

• They are not necessarily threats.

• They can be very difficult to filter out, and they 
often clog up inboxes and slow down email servers.
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It all began with an email!

• An outstanding percentage (>90%) of cyberattacks start with an email.

• Most notable examples:

• Operation Phish Phry

• RSA data leak

• Dyre phishing scam

• The Sony Pictures data leak
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Main Email Threat Types
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Phishing

• An email threat that heavily relies on social engineering to mislead 
users into performing specific actions.

• The attacker’s primary goal:

• Stealing financial information (e.g., bank account number, credit 
card number)

• Stealing system login credentials (e.g., username, password)

• Alternative goal:

• Tricking users to download and install malicious files
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Phishing
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Scam

• An email threat that is designed to deceive the recipient into sending money or providing personal information.

• It’s sometimes called a “phishing scam” too.
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Scam
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Email Account 
Compromise (EAC)

• An email threat where attackers use various 
tactics (e.g., password spray, phishing, and 
malware) to compromise victims’ email 
accounts, gaining access to legitimate 
mailboxes.

• It’s also known as email account takeover.
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Business Email Compromise (BEC)

• An email threat aimed at causing financial loss to a business, normally by tricking victims into sending money to an 
account under attackers’ control.

• BEC and EAC are very intertwined.

• FBI has been tracking the EAC and BEC threats as a single threat type since 2017.
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Vendor Email Compromise (VEC)

• VEC is a specific BEC threat where threat actors compromise a company’s email accounts, and then, hijack email 
threads to convince a supplier to redirect outstanding payment to an illicit bank account.

• Threat actors impersonate an individual at a trusted vendor organization.

• VEC email threats capitalize the trusted relationships between customers and their vendors. 
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MalSpam

• Malware that is delivered via email messages is known as Malware Spam (or MalSpam).

• A few examples:

• Melissa virus is recognized to be the first malware widely distributed by email in 1999.

• ILOVEYOU computer worm that was sent to millions of people in 2000.

• NanoCore, first observed in 2013, was delivered via phishing emails.

• Agent Tesla which was first appeared in 2014 and surged in the 2020s when it was leveraged for COVID-19 
themed phishing campaigns.
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The Role of Social Engineering

• Social engineering techniques are used extensively is most 
email threats.

• Human hacking: relying on psychological manipulations to 
trick users into making security mistakes or giving away 
sensitive information.

• Most popular techniques:

• Exploiting a victim’s desire for information

• Leveraging intimidation and urgency to drive action

• Hiding attacks within popular events

• Impersonation (e.g., brand impersonation, sender 
domain impersonation)
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Email Threat Trends
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BEC & VEC
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BEC & VEC
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QR Code Phishing
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QR Code Phishing
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Phishing via File Sharing
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Phishing via File Sharing
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Phishing via Brand Impersonation
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Phishing via Brand Impersonation
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Phishing via Brand Impersonation

https://blog.talosintelligence.com/from-trust-to-trickery-brand-impersonation/
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Telephone-Oriented Attack Delivery (TOAD)
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Telephone-Oriented Attack Delivery (TOAD)
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Telephone-Oriented Attack Delivery (TOAD)
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Telephone-Oriented Attack Delivery (TOAD)
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Telephone-Oriented Attack Delivery (TOAD)
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Telephone-Oriented Attack Delivery (TOAD)
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Evasion Trends
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URL Shortening

• URL shortening services conceal the target destination of a URL.

• Consequences:

• For phishing targets, they can fall victim easier as the final page is not visible.

• For defenders, the raw extracted URLs are normally submitted to reputations services, and since the raw URL is 
shortened in this case, it can create challenges. 
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URL Shortening

• A few popular shortening services

• Bitly (bitly.com): Free for up to 5 links/month (and 2 QR codes/month)

• TinyURL (tinyurl.com): Free for up to 100 links/month without analytics

• Rebrandly (rebrandly.com): Free for up to 10 links/month (and 10 QR codes/month)

• Sniply (sniply.io): Free for up to 250 links/month in through a 14-days trial plan

• Shortenworld (shortenworld.com): Free for up to 1,000 links/month (and 200 QR codes/month)

• Shorter.me (shorter.me)

• Ln.run (ln.run)

• Come.ac (come.ac) 

https://bitly.com/
https://tinyurl.com/
https://www.rebrandly.com/
https://sniply.io/
https://shortenworld.com/
https://shorter.me/
https://ln.run/
https://come.ac/
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URL Shortening

Bitly

TinyURL

Shorter.me

Ln.run

Number of Phishing or Scam Emails with Raw Shortened URLs via Different Services 
(Jan - Sep 2024)
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URL Encoding

• Threat actors use percent-encoding to change the original URL and evade reputations services and/or email 
gateways.

• Most popular methods:

• Single-encoding: one encoding technique.

o Percent-encoding

o Hex-encoding

o Base64-encoding

• Multiple-encoding: a combination of different encoding techniques.
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URL Encoding: Percent-Encoding

https%3A%2F%2Farertuhidvbrtu
yolv.khomasdal.com%2F4SfuON
138135YHdO203tqmefkyvvp159
0DFPWDEZHRVILSRF575218%2F
269050d32&data=05%7C02%7C
kosman%40pasenate.com%7C2
ede706534ab40a3fb1b08dcdef1
a49b%7C93627e0e68cc4884b5c
889613a97e74e%7C0%7C0%7C
638630377587135441%7CUnkn
own%7CTWFpbGZsb3d8eyJWIjo
iMC4wLjAwMDAiLCJQIjoiV2luM
zIiLCJBTiI6Ik1haWwiLCJXVCI6Mn
0%3D%7C60000%7C%7C%7C&s
data=Ls3roteRz5tUtHhACzLvALYj
ad9i6i71zs5g5iBj9tg%3D&reserv
ed=0
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URL Encoding: Base64-Encoding

https://post.spmailtechnolo.co
m/f/a/SRkm9G0Jz3XCg63Y1valJ
A~~/AATkxQA~/RgRo1ZotP0RQa
HR0cHM6Ly9wY3JpY2hhcmRzb2
4uZW1haWwtc3NsLmNvbS9lbW
FpbC9saW5rLmpzcD9zPWRoX3B
nZlgxNzI2OTQ3MTAyMDAzJmw
9MSZhPTNXA3NwY0IKZustFfNm
NkpoUlIYbHBlcmV6M0ByaXNpb
mdncm91bmQub3JnWAQAAAA
A
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URL Encoding: Multiple-Encoding

Multiple characters can be used to determine the 
boundaries of strings in JavaScript:

Double Quotes (")
Single Quotes (')
Backticks (`)

Email address of the victim
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URL Encoding: Multiple-Encoding

aHR0cHM6Ly90aGVibG9ja2dlZWsuY29tL3JlczQ0NC5waHA/Mi02ODc0NzQ3MDczM2EyZjJmNjg3MjY1NjYyZTZ
jNjkyZjNmNjg3NDc0NzA3MzNhMmYyZjU5NmYzODJlNzI3OTZlNjE3NjY1NzgyZTYzNmY2ZDJmNzU0NDU1NzA2
MzczNDU2OTJmLW11bGJlcnJ5

hxxps[://]theblockgeek[.]com/res444[.]php?2-
68747470733a2f2f687265662e6c692f3f68747470733a2f2f596f382e72796e617665782e636f6d2f75445570
637345692f-mulberry

Base64-Decode

hxxps[://]href[.]li/?hxxps[://]Yo8[.]rynavex[.]com/uDUpcsEi/

Hex-Decode
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URL Redirection

• Open redirect vulnerability:

• One of the most common ways to evade detection in phishing emails.

• It can be used to manipulate the web application to redirect users to a different URL other than the one that's 
intended.

• They result from insecure input validation on a website or a service that allows for parameter tampering.
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URL Redirection

hxxps[://]www[.]google[.]com/url?q=hxx
ps[://]www[.]google[.]com/url?q%3Dhxx
ps%253A%252F%252Flmkk[.]confluences
co[.]com%252FABKfdLUJ%26sa%3DD%26
sntz%3D1%26usg%3DAOvVaw2i9UIBXlrG
9jpyIfhP7d3N&amp;source=gmail&amp;u
st=1726845617283000&amp;usg=AOvVa
w2onMFsRx-KvBhyq4fspv77
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URL Redirection

hxxps[://]imsva91-
ctp[.]trendmicro[.]com/wis/clicktime/v1/query?url=hxxps%3a%2f%2fc2hcc455[.]caspio[.]com%2fdp%2fef23e000932e2222a0
5b490692e9&umid=53A041EE-228C-E106-B033-02FAC1FDBD2D&auth=777990cd74cc620430ea9ccd0417e323e70695df-
83f67d4f9f18a6895059b48212ef5e8919863e06
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URL Redirection

https%3A%2F%2Fvq505zni[.]r[.]us-east-
1[.]awstrack[.]me%2FL0%2Fhttps%3A%252F
%252Flink[.]edgepilot[.]com%252Fs%252Fe2
2819d0%252FsAwCO1bNUEm1l_Y0Hk1R3w%
253Fu%3Dhttps%3A%252F%252Finstoc[.]me
%252F%2F1%2F01000192251460e9-
cbbde414-d9dc-4995-bb1f-cd55c3c528bb-
000000%2F-
0_RcXK77Ap1lnQJm6Y_obsxyJE%3D393&dat
a=05%7C02%7Calyssamclean%40mvalaw[.]co
m%7C6e46f86bebdb4d37699e08dcdcbe64d5
%7C1b6cbd2d1d5e4f4496f597d4e1f3e5c1%7
C0%7C0%7C638627960473424371%7CUnkn
own%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAw
MDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJX
VCI6Mn0%3D%7C40000%7C%7C%7C&sdata=
76OfJ%2FwWb%2BCdhbw%2BIsYMZkRih4Wr
K4kODYfz53X5OYg%3D&reserved=0
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Text Rephrasing



-

Text Poisoning

Adding Comments Between Base64-Encoded Characters
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Text Poisoning

• Adding specific characters to the source of emails that are visually invisible to bypass feature extraction and/or 
threat detection.

• Zero-Width SPace (ZWSP) characters: Most applications treat them as regular spaces, even though they are not 
visible to the naked eye.

• 0x200B (Zero-Width Space)

• 0x200C (Zero-Width Non-Joiner)

• 0x200D (Zero-Width Joiner)

• etc.
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Text Poisoning

Zero-Width SPace (ZWSP)
Zero-Width Non-Joiner (ZWNJ)
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Using Visual Components
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Using Visual Components

Platform Abuse

Different Victims, Same Layout: Email Visual Similarity Detection for Enhanced Email Protection 
(https://arxiv.org/pdf/2408.16945)
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Using CAPTCHAs
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Using CAPTCHAs
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Using Obfuscation
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Using Obfuscation

Double-Encoding
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Using Obfuscation

Double-Encoding
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Using Obfuscation and Encryption
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Using Obfuscation and Encryption

Base64-Encoding
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Using Obfuscation and Encryption

https://blog.talosintelligence.com/hidden-between-the-tags-insights-into-evasion-techniques-in-html-smuggling/
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Taking Advantage of Engineering Oversights

Include the whole email body in attachments
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Taking Advantage of Engineering Oversights

Include the whole email body in attachments
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Taking Advantage of Engineering Oversights

English Email with 
Hidden French Words
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Taking Advantage of Engineering Oversights

The Content-Type of the HTML attachment of an example email. The Content-Type of the ”htm.” attachment of an example email.

Using alternative or similar file extensions for attachments to bypass message filtering mechanisms.
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Email Threat Detection 
Challenges
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Main Defense Challenges

• The email threat landscape in changes rapidly.

• An email defense solution consists of several independent components.

• Advanced detection solutions need ground truth and collecting accurate ground truth is challenging.

• Privacy concerns and PIIs

• Full name

• Email address

• Date of birth

• Phone number

• Social Security number

• Driver's license number

• Passport number

• Credit card number

• Medical records

• etc.
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Conclusion

• Email threat landscape is changing fast, and threat actors try to find new ways to bypass email gateways and 
detection engines.

• A summary of most popular evasion techniques in 2024:
• Evading reputation services

o URL shortening

o URL redirection

o URL encoding

• Evading rule-based detection engines

o Text rephrasing

o Text poisoning

o Using images and visual components

• Evading advanced detection systems

o Using multiple forms of CAPTCHAs

o Using obfuscation and encryption techniques

o Taking advantage of engineering oversights
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I’m hiring!

• I am hiring at both junior and senior levels.

• Look for the public job postings in one of the following places:

• Cisco Talos job postings: https://talosintelligence.com/careers

• My LinkedIn page: https://www.linkedin.com/in/omirzaei

• My X page: https://twitter.com/malearnity

https://talosintelligence.com/careers
https://www.linkedin.com/in/omirzaei
https://twitter.com/malearnity
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blog.talosintelligence.com @talossecurityblog.talosintelligence.com @talossecurity
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blog.talosintelligence.com @talossecurityblog.talosintelligence.com @talossecurity
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